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THE EVOLUTION OF RISK MANAGEMENT
OVERSIGHT BY INDIAN BOARDS

—Afra Afsharipour* & Manali Paranjpe™*

Abstract — The board of directors lies at the core of effec-
tive risk management. The board plays a critical role in
overseeing and guiding the risk policy of a company, and
in ensuring that appropriate systems of control are in place.
This Article analyses India’s evolving framework for board
oversight of risk management. Over the last decade, India’s
legal regime mandating board oversight of risk management
has progressed to largely resemble international standards.
Nevertheless, recent risk management crises at leading Indian
companies highlight the importance, and challenges, of board
oversight of corporate risk.

This Article examines key risk concepts and provides an
overview of Enterprise Risk Management (ERM). It explains
how global concepts of ERM are reflected in recent regula-
tory mandates in India under the Companies Act, 2013 and
the SEBI (Listing Obligations and Disclosures Requirements)
Regulations, 2015. The Article also compares India’s evolv-
ing regulatory approach to the legal regimes mandating board
oversight of risk management in two leading jurisdictions—
the United States and the United Kingdom.

While India’s legal framework for board oversight of risk is
improving, two recent crises—the collapse of IL&FS and
management failures at ICICI Bank—demonstrate the bar-
riers that directors of Indian companies continue to face in
overseeing increasingly complex risks. The increasing com-
plexity of risk and the board’s critical oversight role are also
highlighted by the fallout from the COVID-19 pandemic.

Senior Associate Dean for Academic Affairs & Professor of Law, UC Davis School of Law.
Research Associate, The Conference Board, India. Portions of this article were adapted from
Afra Afsharipour and Manali Paranjpe, Handbook on Corporate Governance in India: Legal
Standards and Board Practices (2" edn, The Conference Board 2021). Ishika Desai and
Evelynn Chun provided excellent research assistance. We thank Professor Umakanth Varottil
and an anonymous peer reviewer for their comments.



330 NATIONAL LAW SCHOOL OF INDIA REVIEW 33 NLSI Rev. (2021)

Directors of Indian firms, particularly independent directors,
continue to face a variety of barriers in effectively overseeing
risk management, including promoter dominance and limited
access to independent external advisors, as well as signifi-
cant dependence on management for obtaining information
on business plans, strategies, and risk preparedness of the
company. Nevertheless, such barriers are not insurmountable.
This Article’s case study of how the board of Infosys, one
of India’s leading technology companies, addressed red flags
raised by whistleblowers, illustrates how an empowered board
can respond to risk management issues effectively. Drawing
lessons from these case studies, this Article concludes with
suggestions for how to further enhance the board’s risk over-
sight function.

I. INTRODUCTION

Across jurisdictions, the oversight of risk management has emerged as
a central obligation of the board of directors. While companies have long
addressed risk management concepts, corporate scandals around the world,
coupled with the 2008 global financial crisis, highlighted the need for more
systematic risk management at major companies and financial institutions.!

As the Organisation for Economic Co-operation and Development (‘OECD’)
states, “while risk-taking is a fundamental driving force in business and entre-
preneurship, the cost of risk management failures is still often underestimated
... Corporate governance should therefore ensure that risks are understood,
managed, and, when appropriate, communicated.”> Thus, over the past two
decades, national legislation, corporate governance guidelines, and codes by
leading international organisations have stressed the role of the board of direc-
tors in overseeing risk management.

In line with global trends, India too has experienced a robust debate over
risk management practices. With the transformation of corporate govern-
ance in the country, the regulatory framework governing risk management
has evolved to emphasise the risk oversight function of boards.? For example,
the Companies Act, 2013, addresses the board’s risk oversight responsibili-
ties. Furthermore, the Securities and Exchange Board of India (‘SEBI’), India’s

' OECD, Risk Management and Corporate Governance (Report No 6, 2014) (‘(RMCG’).

2 ibid 7.

3 For an overview of corporate governance reforms in India, see, Umakanth Varottil, ‘The
Evolution of Corporate Law in Post-Colonial India: From Transplant to Autochthony’ (2016)
31 American University International Law Review 253.
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capital markets regulator, has issued regulations that require the largest listed
companies to form a risk management committee. The emphasis on the board’s
oversight of risk management is in line with the corporate governance transfor-
mations that have taken place in India which increasingly stress a monitoring
role for boards of Indian firms.

Despite the shift in its regulation, studies and surveys suggest that risk
management has yet to become a priority at many Indian companies. One sur-
vey found that even as recently as in 2018, 39% of companies surveyed did
not have a Chief Risk Officer in their executive structure.* Furthermore, recent
high profile corporate scandals, such as the collapse of Infrastructure Leasing
and Financial Services (IL&FS), highlight the persisting challenges in effective
risk management.’

The COVID-19 pandemic has also brought the issue of ‘board oversight’ of
risk management to the forefront. Not only was India as a nation underpre-
pared to prevent, detect and respond to a pandemic, but also for nearly every
board of directors in India, the crisis has been a significant one. In such a cri-
sis, companies with good governance and risk management systems may be
better able to address stakeholders’ concerns than companies whose boards
have not prepared for such calamities.®

The long-term impact of the pandemic on companies’ ability to raise capital,
build their businesses, and manage the myriad of risks enhanced by the crisis
remains to be seen.” For now, the Indian economy has been hit especially hard
by the pandemic, with the government reporting that the economy contracted
by almost 24% in the first quarter of 2020.}

The board of directors lies at the core of effective risk management. The
board plays a critical role in overseeing and guiding the risk policy of the com-
pany and in ensuring that appropriate systems of control are in place. While
risk oversight is improving, Indian boards continue to face significant hurdles
in effective risk management. This article uses two recent case studies—the

4 “Risk Survey 2018: Transforming Risks Into Opportunities’ (Deloitte Touche Tohmatsu India
LLP, 2018) 11 <https://www?2.deloitte.com/in/en/pages/risk/articles/IndiaRiskSurvey2018.htmI>
accessed 15 June 2020 (‘Deloitte: Risk Survey 2018°).

5 George Mathew, ‘IL&FS Mess Got Deeper but its Top Risk Committee Never Met in Last
Two Years’ The Indian Express (Mumbai, 3 October 2018).

¢ Umakanth Varottil, ‘Corporate Governance in the Age of a Pandemic’ (IndiaCorpLaw Blog,
4 May 2020) <https:/indiacorplaw.in/2020/05/corporate-governance-in-the-age-of-a-pandemic.
htmI> accessed 15 June 2020.

7 ‘Is Corporate Governance Still Relevant During the Pandemic’? (BTG Legal, 11 May 2020)
<https:/www.btg-legal.com/covid-19> accessed 15 June 2020.

8 Lauren Frayer, ‘Indian Economy Shrinks by 24% as the Country sees its Highest Coronavirus
Numbers’ (NPR, 31 August 2020) <https:/www.npr.org/sections/coronavirus-live-up-
dates/2020/08/31/907877845/indian-economy-shrinks-by-24-as-the-country-sees-highest-ever-
coronavirus-number> accessed 16 June 2020.
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collapse of IL&FS and the management failures at ICICI Bank—to demon-
strate the challenges to effective risk oversight by boards.

As companies face increasing risk complexity, boards must continually
assess the structure of a company’s risk management policies and procedures.
Not only are boards charged with overseeing an increasingly complex set of
risks, but most Indian firms are controlled companies, with board members
beholden to controllers and management for access to information.

Limited access to independent external advisors such as lawyers, consult-
ants, accountants, and the like, as well as significant dependence on man-
agement for obtaining information on business plans, strategies, and risk
preparedness of the company can hamper the ability of boards to adequately
monitor the company’s risk management policies and procedures. These issues
intensify in boards with many outside independent directors.

Nevertheless, this article’s case study of the board’s approach to red flags
raised at Infosys—one of India’s leading technology companies—demonstrates
that an empowered board can respond effectively to oversee and address aris-
ing risk management issues.

This article proceeds as follows. Part II discusses key risk concepts and
provides an overview of a holistic approach to risk management, commonly
known as Enterprise Risk Management (‘ERM’). This section addresses the
role that the board of directors plays in risk management oversight. It also pro-
vides an overview of how two leading jurisdictions—the United States (‘US’)
and the United Kingdom (‘UK’)—address the board’s risk oversight role.

Part III details the development of risk management regulations in India,
highlighting how the law enjoins the board to discharge its risk management
oversight functions. Part IV examines recent case studies of risk management
challenges faced by Indian firms. Analysing the existing legal framework and
the case studies addressed in the article, Part V discusses the barriers that
Indian boards face in overseeing risk management policies and the factors that
hamper the ability of non-executive directors to focus on risk identification and
mitigation. Part V also draws lessons from the case studies to identify how to
improve the board’s risk oversight function.

II. RISK MANAGEMENT & THE
BOARD OF DIRECTORS

Across the globe, the focus on effective risk management has intensi-
fied over the past two decades as major corporations have experienced risk
management failures due to excessive financial risk taking, environmental
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catastrophes, accounting and corruption scandals, and the like.” The monitoring
of risks is a significant priority for corporate managers and boards, as well as
for regulators and investors.!

Across jurisdictions, “[t]here is broad agreement . . . about the basic obliga-
tion of corporate boards to monitor corporate legal compliance, to oversee risk
management policies and procedures and internal controls, and to set corpo-
rate strategy.”!' The following section introduces the concept of ERM, address-
ing the board’s oversight role in risk management as well as providing a broad
overview of the risk management regimes of two leading jurisdictions—the US
and the UK."

A. Concepts of Risk and Enterprise Risk Management

Beginning in the mid-1980s, the Committee of Sponsoring Organizations of
the Treadway Commission (‘COSQ’), initially formed in part to study fraud-
ulent financial reporting, began to articulate a risk management framework.
In 2004, following several corporate governance scandals around the world,
COSO issued a more detailed report defining the broader concept of ERM.1

ERM is a holistic approach for firms to address their operational, strategic
and financial risks.”” ERM focuses on identifying risks, developing and moni-
toring a risk management system and reacting to risk events when they occur.
As ERM is a firm-wide effort to manage all the firm’s risks, involvement by
the company’s board of directors and senior management is imperative.

Since its initial introduction, the COSO framework has been further devel-
oped into more detailed guidance on risk assessments and risk appetite.'®

9 RMCG (n 1) 10.

1 Martin Lipton, Daniel A Neff and Andrew R Brownstein, ‘Risk Management and the Board
of Directors’ (Harvard Law School Forum on Corporate Governance, November 2019) 2-3
<https://corpgov.law.harvard.edu/wp-content/uploads/2019/11/Risk-Management-and-the-
Board-of-Directors.pdf> accessed 16 June 2020 (‘(RMBD”).

Virginia Harper Ho, ‘Board Duties: Monitoring, Risk Management, and Compliance’ in
Afra Afsharipour and Martin Gelter (eds), Research Handbook on Comparative Corporate
Governance (Edward Elgar Publishing Ltd, forthcoming 2021) 4.

For an excellent comparative analysis of the risk management and compliance regimes in sev-
eral leading jurisdictions, including the US and the UK, see generally, Harper Ho (n 11).
COSO is a joint initiative of five private-sector organisations that provides thought leadership
through the development of frameworks and guidance on critical aspects of organisational
governance, including enterprise risk management.

‘COSO’s Enterprise Risk Management—Integrated Framework’ (Enterprise Risk Management
Initiative, 1 September 2004) <https:/erm.ncsu.edu/library/article/coso-erm-framework>
accessed 17 June 2020.

5" Michelle M Harner, ‘Barriers to Effective Risk Management’ (2010) 40 Seton Hall Law
Review 1332.

COSO, Enterprise Risk Management: Integrating with Strategy and Performance (Report No
2, June 2017) (‘COSO ERM”).
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Moreover, other international guidance on ERM such as the ‘ISO 31000 guide-
lines on risk management’ have recommended principles for effective risk
management.” The COSO approach presents five interrelated components of
risk management: risk governance and culture (the tone of the organisation),
setting objectives, execution risk (the assessment of risks that may impact
achievement of strategy and business objectives), risk information, communica-
tion and reporting, and monitoring ERM performance.

The various frameworks for ERM acknowledge that firms face a variety of
risks, including financial and non-financial risks, Information Technology (‘IT’)
and cybersecurity risks, and environmental, safety and health risks.® COSO’s
ERM framework defines risk broadly as “the possibility that events will occur
and affect the achievement of strategy and business objectives™.!” This defini-
tion recognises that risk involves “both negative effects (such as a reduction
in revenue targets or damage to reputation) as well as positive impacts (that is,
opportunities — such as an emerging market for new products or cost savings
initiatives)”.?

Moreover, risks continue to evolve. For example, in 2018, COSO and the
World Business Council for Sustainable Development released guidance to help
firms manage environmental, social and governance (‘ESG’) risks.?' The guid-
ance stressed the increasing complexity of ESG risks—for example, climate
change and sexual harassment scandals—and the acceleration of these types of
risks.?

ERM creates value when effectively executed. Studies suggest that ERM
provides more timely information to directors and managers, which in turn
enables a quicker response and preservation of firm value.”> ERM can help a
company improve the quality of risk-taking, and thereby give the company a
competitive advantage. It allows a company to manage potential future events
that create uncertainty and to respond to uncertainty in a manner that reduces
the likelihood of downside surprises. Effective ERM can also help a firm avoid
value destruction.

Shortcomings in ERM implementation can destroy significant value.
Failures in risk management have contributed to some of the most significant

7 RMCG (n 1) 15-16.

8 RMCG (n 1) 14.

1 COSO ERM (n 16) 9.

2 “Enterprise Risk Management: Applying Enterprise Risk Management to Environmental,
Social and Governance-Related Risks’ COSO, October 2018) <https://www.coso.org/
Documents/COSO-WBCSD-ESGERM-Guidance-Full.pdf> accessed 17 June 2020 (‘COSO
ESG’).

2 COSO ESG (n 20) 1.

2 COSO ESG (n 20) 1-3.

3 Harner (n 15) 1335-36.



VOL. 33 THE EVOLUTION OF RISK MANAGEMENT OVERSIGHT BY INDIAN BOARDS 335

scandals and losses suffered by companies. Recent global failures include envi-
ronmental disasters (e.g. BP Deepwater Horizon, Bhopal), financial fraud (e.g.
Enron, WorldCom, Satyam), foreign bribery (e.g. Siemens), massive trading
losses (e.g. JP Morgan) and sexual harassment scandals (e.g. Uber, Oxfam).?*

According to the OECD, these risk management failures were often “facil-
itated by corporate governance failures, where boards did not fully appreciate
the risks that the companies were taking (if they were not engaging in reckless
risk-taking themselves), and/or deficient risk management systems”.?

B. The Role of the Board in Risk Management

Corporate governance and ERM go hand in hand. Effective ERM requires
boards and top management to create a culture that values assessing, discuss-
ing, mitigating, and managing risk events.?® Scholars indicate that the core
elements of ERM “revolve around efficient and effective communication chan-
nels and active monitoring of the firm’s risks against its risk portfolio and risk

5527

appetite”.

Directors are not responsible for the everyday management of risk.
However, directors are responsible for setting the company’s risk appetite and
strategy. In many jurisdictions, the board is responsible for monitoring key
risks and ensuring that the ERM framework achieves its business objectives.?

Enhanced communication between the board and business units that under-
lies ERM can facilitate and strengthen the board’s role in both decision-mak-
ing and monitoring. For example, risk managers may need direct access to the
board to increase the exchange of ideas and information and to reduce the like-
lihood that risk reports are not reviewed.

Since the 2008 financial crisis, expectations around the board’s risk over-
sight responsibilities have become heightened as companies face an increas-
ingly complex business, regulatory and political environment.”’ As recently
described by leading experts:

Rapidly advancing technologies, new business models,
deal-making and interconnected supply chains continue
to add to the complexity of corporate operations and the

2 COSO ESG (n 20) 3; see also, RMCG (n 1) 10.

> RMCG (n 1) 10.

% Grant Thornton India LLP, Governance Observer: The Changing Face of Corporate
Boardrooms — Volume 2 (9 December 2014) 94.

¥ Harner (n 15) 1334.

% RMCG (n 1) 16.

See generally, Harper Ho (n 11) for a description of a variety of developments that have trans-

formed the risk oversight function of boards.
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business risks inherent in those operations. The evolving
political environment further exacerbates the risks that corpo-
rations face. Corporate behavior has been blamed for accel-
erating environmental degradation and aggravating disparities
in income and wealth. In addition, safety scandals and prod-
uct failures have affected public confidence in the ability of
corporations to manage business risk and have given rise to
skepticism as to whether companies are sufficiently prior-
itising consumer and product safety. Environmental, social,
governance and sustainability-related issues have become
mainstream business topics, encompassing a wide range of
issues including business model resilience, employee wages,
healthcare, training and retraining, income inequality, supply
chain labor standards and corporate culture, as well as cli-
mate change.*

As discussed in the sections below, regulators and courts have stressed that
risk oversight must be prioritised in the board’s agenda.

C. Regulating Risk Management — United States and United
Kingdom Models

Since the early 2000s, several jurisdictions have taken steps to ensure the
board’s oversight of risk management policies, including corporate compliance
functions and audit and internal controls functions. This section briefly dis-
cusses the regulatory regimes in two leading jurisdictions, the US and the UK.
Both jurisdictions have served as models for corporate governance reforms in
India.*!

In the US, the board’s risk oversight responsibilities derive from state law
fiduciary duties, federal and state laws and regulations, stock exchange listing
requirements, and certain evolving best practices.’” The UK takes a similar
approach to the board’s fiduciary responsibilities, but its disclosure and regula-
tory approach differs to some extent from the US.

% RMBD (n 10) 2.

See generally, Varottil (n 3); Afra Afsharipour, ‘Corporate Governance Convergence: Lessons

from the Indian Experience’ (2009) 29 Northwestern Journal International Law & Business

335.

3 Martin Lipton, Daniel A Neff and Andrew R Brownstein, ‘Risk Management and the Board
of Directors’ (Lowell Milken Institute, June 2020) 4 <https://lowellmilkeninstitute.law.ucla.
edu/wp-content/uploads/2020/08/2020-Risk-Management-and-the-Board-of-Directors.pdf>
accessed 18 June 2020 (‘RMBD-II’).
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1. The United States Approach

State law fiduciary duties and corresponding litigation play an important
role in framing the board’s risk management oversight duties in the US. Courts
in Delaware—the leading jurisdiction for corporate law—have led the formu-
lation of legal standards for US directors’ oversight duties.** Delaware jurispru-
dence on the board’s oversight duties—often referred to as a duty to monitor
or a ‘Caremark’ duty—requires the board to “attempt in good faith to assure
that a corporate information and reporting system, which the board concludes
is adequate, exists,” and that it has not “wilfully disregarded compliance ‘red
flags’ or other indications that the system is ineffective”.*

As noted by experts, claims brought over the past decade ‘“show
that the risk of exposure for failure of oversight is real”’> For exam-
ple, over the past few years, the Delaware courts have sustained sev-
eral Caremark claims against boards for ineffective monitoring
or for failure to intervene when warning signs about a company’s risks were
apparently disregarded by the board.

Boards in the US also face a complex regulatory structure mandating risk
management risk oversight responsibility. The US Securities and Exchange
Commission (‘SEC’) requires reporting companies to disclose the board’s

3 RMBD-II (n 32) 4; See, In re Caremark International Inc Derivative Litigation, 698 A2d 959,
971 (Del Ch 1996) (opening the door for directors to be liable for a failure of board oversight,
but only where there is “sustained or systemic failure of the board to exercise oversight—such
as an utter failure to attempt to assure a reasonable information and reporting system exists”.);
Marchand v Barnhill 212 A3d 805, 821-23 (Del 2019) (noting “the fact that Blue Bell nomi-
nally complied with FDA regulations” was not enough, standing alone, for directors to avoid
Caremark exposure); see also, Wells Fargo & Co Shareholder Derivative Litigation, In re 282
F Supp 3d 1074, 1099 (ND Cal 2017) (finding that the defendants “ignore[d] the bigger picture
by addressing each of these ‘red flags’ in piecemeal fashion”, rather than viewing the ‘red
flags’ collectively as the defendants argued).

Harper Ho (n 11) 7 (citing In re Caremark International Inc Derivative Litigation 698 A2d

959, 971 (Del Ch 1996)).

3 RMBD-II (n 32) 5.

3 Marchand v Barnhill 212 A3d 805, 821-23 (Del 2019) (noting that the board of an ice cream
distribution company “had no [board] committee overseeing food safety, no full board-level
process to address food safety issues, and no protocol by which the board was expected to be
advised of food safety reports and developments”); Hughes v Xiaoming Hu No CA 2019-0112,
2020 WL 1987029, [16-17] (Del Ch 2020) (reasoning that the absence of documents produced
in response to a stockholder’s inspection demand was evidence that the directors had failed
“to act in good faith to maintain a board-level system for monitoring the company’s financial
reporting”).

37 Clovis Oncology, Inc Derivative Litigation, In re No CA 2017-0222, 2019 WL 4850188 (Del
Ch 2019) (noting that the board of a life science company developing cancer drugs was “com-
prised of experts” and “operates in a highly regulated industry”, and that the directors “should
have understood” problems with clinical testing of the drug and intervened to address any
issues).
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involvement in risk oversight in proxy and information statements, annual
reports, and registration statements filed with the SEC.**

The SEC’s disclosure mandates are intended to provide information to
investors on the “board’s role in risk oversight, the relevance of the board’s
leadership structure to such matters and the extent to which risks arising from
a company’s compensation policies are reasonably likely to have a ‘material
adverse effect’ on the company.”® Several specific SEC regulations, such as
Item 503 of Regulation S-K, require companies to disclose material factors
that “make an investment in the registrant or offering speculative or risky”.** In
crafting its disclosure requirements, the SEC has urged companies to disclose
“a broad range of evolving business risks even in the absence of a specific line
item requirement that names a particular risk presented”.*!

In addition to the SEC, other regulatory bodies also play a role in framing
the board’s risk oversight responsibilities. For instance, the New York Stock
Exchange’s (‘NYSE’) corporate governance standards impose risk oversight
obligations on listed companies’ audit committees.*? Moreover, the Department
of Justice (‘DOJ’) promotes boards’ self-disclosure of risks by providing bene-
fits to corporations based on their behavior upon learning about corporate mis-
conduct.® For example, under the Foreign Corporate Practices Act’s (‘FCPA’)
Corporate Enforcement Policy, if a company self-discloses misconduct, fully
cooperates, and appropriately remediates in FCPA matters in a timely man-
ner, then the company may benefit from a presumption that the DOJ will
decline to prosecute the company.* Boards of financial institutions, in particu-
lar, are subject to a host of other requirements regarding their risk governance
frameworks.*

¥ “SEC Final Rule: Proxy Disclosure Enhancements, Release No 33-9089° (US Securities and
Exchange Commission, 16 December 2009) 1 <http:/www.sec.gov/rules/final/2009/33-9089.
pdf> accessed 18 June 2020 (‘SEC Final Rule’).

¥ RMBD-II (n 32) 7; see also, SEC Final Rule (n 38).

40 Code of Federal Regulations 2020, s 229.105 (item 105).

4 Division of Corporation Finance: Coronavirus (COVID-19), ‘CF’ Disclosure Guidance: Topic

No. 9’ (US Securities and Exchange Commission, 25 March 2020) <https:/www.sec.gov/

corpfin/coronavirus-covid-19# ftn2> accessed 18 June 2020. For example, the SEC has high-

lighted that although no existing disclosure requirement specifically refers to cybersecurity

risks, several requirements may impose an obligation on companies to disclose such risks.

See, ‘Commission Statement and Guidance on Public Company Cybersecurity Disclosures:

Release No. 33-10459" (US Securities and Exchange Commission, 26 February 2018) <https:/

www.sec.gov/rules/interp/2018/33-10459.pdf> accessed 18 June 2020.

NYSE rules require committees to “discuss guidelines and policies to govern the process by

which risk assessment and management is undertaken”. See, NYSE Listed Company Manual

2010, s 303A.07; RMBD-II (n 32) 8.

# “Department of Justice, 9-47.120 - FCPA Corporate Enforcement Policy’ (US Department of
Justice, March 2019) <https://www.justice.gov/criminal-fraud/file/838416/download> accessed
18 June 2020.

4 US Department of Justice (n 43).

4 For example, the Office of the Comptroller of the Currency (‘OCC’) requires boards of banks
to oversee the design and implementation of the risk governance framework, and confirm that

42



VOL.33  THE EVOLUTION OF RISK MANAGEMENT OVERSIGHT BY INDIAN BOARDS 339
2. The United Kingdom Approach

As in the US, in the UK, the board’s risk oversight obligations stem from
statutes and common law, beginning with general duties owed by directors.*¢
Under the Companies Act, 2006, UK corporate directors’ general duties
include a duty to promote the success of the company “for the benefit of its
members as a whole”.” Experts note that as part of this duty, directors may
“weigh the likelihood of [risks] and the damage that could be done to the
firm” if such risks should occur.*® Moreover, if a director is of the opinion that
any particular regulatory risk or likely change in the business environment,
including one that is related to an ESG factor, poses a risk to, or provides an
opportunity for, the company’s future financial success, that director ought
to take account of that factor when exercising power on behalf of the compa-
ny.* While directors have this expansive duty, there are a variety of barriers
to enforcement, including the challenges of bringing derivative action which
results in such claims being relatively rare.

Directors are also charged with the duty to exercise reasonable care, skill
and diligence.” It appears that much of this duty focuses on process, where
courts expect “directors to follow an appropriate process when making deci-
sions” and use their experience and expertise to ensure that risks have been
properly accounted for.* Thus, while in general, directors in the UK have the
discretion to determine which risks present the most possibility of adverse
effects,

the system identifies, measures, monitors, and controls risks. ‘Office of the Comptroller of the
Currency, Corporate and Risk Governance’ (OCC, July 2019) 55 <https://www.occ.gov/publi-
cations-and-resources/publications/comptrollers-handbook/files/corporate-risk-governance/pub-
ch-corporate-risk.pdf> accessed 18 June 2020.

4 See, Harper Ho (n 11) 7, 45 (citing Marc Moore and Martin Petrin, Corporate Governance:

Law, Regulation, and Theory (Red Globe Press 2017) 220-21).

Companies Act 2006, ¢ 46, s 172(1). For an analysis of the development of the modern risk

management regime in the UK, see, Marc T Moore, ‘The Evolving Contours of the Board’s

Risk Management Function in UK Corporate Governance’ (2010) 10(2) Journal of Corporate

Law Studies 279.

% ‘The Duty of UK Company Directors to Consider Relevant ESG Factors’ (Debevoise &
Plimpton, 10 September 2019) 5 <https://www.debevoise.com/news/2019/09/the-pri-commis-
sions-debevoise-to-author-a-memo> accessed 19 June 2020.

4 Debevoise & Plimpton (n 48) 5.

0 See generally, Andrew Keay, ‘Assessing and Rethinking the Statutory Scheme for Derivative
Actions Under the Companies Act 2006” (2016) 16 Journal of Corporate Law Studies 39.
Andrew Keay has argued that the duty as currently articulated and enforced cannot assure
that directors will respond to the expansive set of risks facing companies. See generally,
Andrew Keay, ‘The Duty to Promote the Success of the Company: Is It Fit for Purpose in
a Post-Financial Crisis World?’ in Joan Loughrey (ed), Directors’ Duties and Shareholder
Litigation in the Wake of the Financial Crisis (Edward Elgar Publishing 2012).

' Companies Act 2006, s 174.

52 Debevoise & Plimpton (n 48) 7.

47



340 NATIONAL LAW SCHOOL OF INDIA REVIEW 33 NLSI Rev. (2021)

in extreme cases, failure to ask the right questions or to con-
sider a factor which clearly could have an adverse impact on
value for a particular company, such as (if relevant and mate-
rial) climate risk or the risk of corruption or forced labour in
the supply chain, could form the basis of a claim for breach
of duty.®

Nevertheless, when “directors follow appropriate procedures”, then “the
probability of breach is low”.>* As scholars Marc Moore and Martin Petrin
explain, while a UK director’s personal liability for oversight failures is theo-
retically expansive, as with the US regime, actual liability for breach by UK
directors is unlikely.%

Unlike the broad regulatory regime in the US, UK corporate boards’ risk
and compliance management are not defined strictly by laws and regulations.>
Instead, outside of the financial services and banking sectors,”” UK boards have
looked to the UK Corporate Governance Code (‘the Code’) and regulatory
bodies under the Financial Services and Markets Act, 2000 (‘FSMA’) for
standards of corporate governance and risk management.

Premium listed companies thus report on how they have applied the Code.”
The Code adopts a ‘comply or explain’ approach—Ilisted companies have an

3 Debevoise & Plimpton (n 48) 7.

3% David Kershaw, The Foundations of Anglo-American Corporate Fiduciary Law (CUP 2018)
280.

% Moore and Petrin (n 46) 222-225.

% Marc Walton and others, ‘Risk & Compliance Management in the United Kingdom’
(Lexology, 6 July 2018), <https://www.lexology.com/library/detail.aspx?g=59ee95a4-d767-4ff1-
8647-49743ae661ef> accessed 18 June 2020 (‘Marc Walton’).

7 The Financial Services and Markets Act 2000 addresses corporate risk and risk management
for financial services firms and authorises regulation by the Prudential Regulation Authority
(‘PRA’) and the Financial Conduct Authority (‘FCA’). See, Financial Services and Markets Act
2000, c 8, ss 1A-3T. Specifically, the PRA regulates “banks, building societies, credit unions,
insurers and major investment firms” while the FCA regulates other financial services firms.
See, Walton (n 56).

8 Deloitte LLP, ‘Internal Control and the Board: What is All the Fuss About?’ (The Deloitte
Academy, November 2019) 6 <https:/www2.deloitte.com/content/dam/Deloitte/uk/Documents/
audit/deloitte-uk-gif-internal-control-and-the-board-november-2019.pdf> accessed 18 June
2020.

% ‘UK Corporate Governance Code’ (Institute of Chartered Accountants in England and Wales)
<https://www.icaew.com/technical/corporate-governance/codes-and-reports/uk-corporate-gov-
ernance-code> accessed 6 February 2021. The Financial Reporting Council publishes the
Code and provides guidance for applying the Code. See, ‘Guidance on Risk Management,
Internal Control and Related Financial and Business Reporting’ (Financial Reporting
Council, September 2014) <https:/www.frc.org.uk/getattachment/d672c107-b1fb-4051-84b0-
f5b83alb93f6/Guidance-on-Risk-Management-Internal-Control-and-Related-Reporting.
pdf> accessed 6 February 2021; ‘Guidance on the Going Concern Basis of Accounting and
Reporting on Solvency and Liquidity Risks’ (Financial Reporting Council, April 2016)
<https:/www.frc.org.uk/getattachment/62ae3969-fe26-4def-8d25-e2acd821e7bl/Guidance-on-
the-Going-Concern-REVISED-WEB-READY-2016.pdf> accessed 6 February 2021.
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alternative to complying with the Code if the company is justified, based on a
range of factors,® in their varied approach.® The Code’s principles recommend
the board’s engagement in establishing prudent and effective internal frame-
works, assessing principal risks, and explaining how risks are being managed
and mitigated.®” Directors are charged with playing a monitoring or oversight
role, including responsibility for the “integrity of financial information” and
monitoring the company’s “risk management and internal control systems”.®

IIT. THE CHANGING FACE OF RISK
MANAGEMENT REGULATION IN INDIA

Like international standards, India’s regulatory framework recognises
the board’s central role in ERM. Experts in India have addressed this role
since the early 2000s. For example, the 2003 report of the Narayana Murthy
Committee included an extensive discussion of risk management. The commit-
tee’s report stated that “it is important for corporate boards to be fully aware
of the risks facing the business” and that shareholders must “know about the
process by which companies manage their business risks”.%*

More recently, the regulatory structure has also attended to the board’s
role in risk management. Not only is the board responsible for overseeing the
firm’s risk policy and risk management system, but the SEBI’s listing regula-
tions require large, publicly listed firms to constitute a risk management com-
mittee of the board of directors.®> Over time, the SEBI has both expanded
this requirement to a greater number of listed firms and enlarged the mandate
of the risk management committee. Moreover, regulators have increasingly
emphasised the board’s risk management oversight responsibilities.*

®  Such factors include the size, complexity, history and ownership structure of a company.
See, ‘2018 UK Corporate Governance Code — FAQs’ (Financial Reporting Council) <https://
www.frc.org.uk/directors/corporate-governance-and-stewardship/uk-corporate-governance
code/2018-uk-corporate-governance-code-faqs> accessed 7 February 2021.

ol ibid.

¢ Principles C and O recommend boards establish an internal framework of prudent and effec-
tive controls that enable risk to be assessed and managed. ‘The UK Corporate Governance
Code’ (Financial Reporting Council, July 2018) 4, 10, 12 <https:/www.frc.org.uk/getattach-
ment/88bd8c45-50ea-4841-95b0-d2f4f48069a2/2018-UK-Corporate-Governance-Code-FINAL.
pdf> accessed 7 February 2021.

% ibid. Provisions 24 and 25 encourage use of an audit committee and recommend an audit
committee consist of independent non-executive directors since the audit committee should be
tasked with reviewing risk management systems. Provisions 28 and 29 emphasise the board’s
role in assessing principal risks, explaining how risks are being managed or mitigated, and
reviewing a company’s risk management and internal control systems.

% Securities and Exchange Board of India, Report of the SEBI Committee on Corporate
Governance (8 February 2003) (‘Murthy Report’).

% The Securities and Exchange Board of India (Listing Obligations and Disclosure
Requirements) Regulations 2015, pt 111, s 4, no 17(9)(b) (SEBI Listing Regulations).

% For example, in the recent Nirav Modi scam involving the Punjab National Bank, the RBI, in
its statement to the parliamentary panel, emphasised the primary responsibility of the bank’s
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A. Risk Management Under the Companies Act

The Companies Act, 2013 acknowledges the need for risk management; yet
arguably the Act does not go far enough. Similar to the ‘general director duties
model’ adopted in the UK, the Act does not specifically require a separate
risk management committee, nor does it include guidance to boards on how to
effectively oversee risk management. Moreover, unlike the US regime, there is
little in the way of shareholder litigation in India to hold directors responsible
for risk oversight failures.®’

The first mention of risk management is in Section 134(3)(n) of the Act,
which deals with the Board’s Report. The section provides that companies
should issue “a statement indicating development and implementation of a risk
management policy for the company including identification therein of ele-
ments of risk, if any, which in the opinion of the Board may threaten the exist-
ence of the company.”®®

Looking at the entirety of Section 134, however, it is clear that the Board’s
Report is an attachment to the company’s financials that are presented at a
general shareholder meeting and the statement on risk management is one of
many pieces of information to be included in the report. Moreover, the empha-
sis on elements of risk that threaten the company’s existence arguably neglects
a holistic approach to evaluating risks that could present strategic opportunities
as well as reduce potential setbacks.

More broadly, the Act does not address the kinds of risk management poli-
cies that companies should consider in the implementation process. For exam-
ple, Section 177 discusses the requirement of audit committees and states that
“[aJudit committees will evaluate internal financial controls and risk man-
agement systems”.% Similarly, Schedule IV to the Act (Code for Independent
Directors) mentions risk management twice. Schedule IV addresses the role
of independent directors in risk management, namely, to “[bring] independent
judgment to bear on the Board’s deliberations especially on issues of strategy,

board in understanding the risks that the bank takes, as well as ensuring the appropriate man-
agement of such risks. Nukunj Ohri, ‘RBI on Nirav Modi Fraud: The Buck Stops with PNB’s
Board’ Bloomberg Quint (20 June 2018).

7 See generally, Vikramaditya Khanna and Umakanth Varottil, ‘The Rarity of Derivative
Actions in India: Reasons and Consequences’ in Harald Baum, Michael Ewing-Chow, and
Dan W Puchniak (eds), Derivative Actions in Major Asian Economies: Legislative Design and
Legal Practice (CUP 2012); Vikramaditya Khanna, ‘Enforcement of Corporate and Securities
Laws in India: The Arrival of the Class Action?’ in Robin Hui Huang and Nicholas Calcina
Howson (eds), Enforcement of Corporate and Securities Law: China and the World (CUP
2017).

%  The Companies Act 2013, s 134.

% Companies Act 2013, sch IV.
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performance, risk management” and “satisfy themselves . . . that financial con-
trols and the systems of risk management are robust and defensible”.”

Similar to the section on audit committees, Schedule IV prescribes that
independent directors keep an eye on risk management. However, there is lit-
tle information in the Act on how companies can develop and implement
risk management systems. It is also unclear if the construct of the Act in this
regard necessarily extends to all companies or only a select class of companies.

Unlike the Act, the SEBI Listing Regulations specify that overseeing risk
management is one of the main functions of the board, and also stipulate the
formation of a separate board committee on risk management. In the following
section, we discuss in greater detail the legal regime governing risk manage-
ment at listed Indian companies. In effect, Indian companies that are unlisted
and do not fall under the scope of the SEBI Listing Regulations are not subject
to very strict regulations on risk management.

B. Risk Management Under the SEBI Listing Regulations

The SEBI Listing Regulations make the board of directors responsible
for framing and overseeing the risk management plan of the listed entity.”
Furthermore, certain companies must form a risk management committee of
the board of directors. Initially, the Listing Regulations only required that the
top 100 listed companies, determined on the basis of market capitalisation,
form a risk management committee of the board.’? As discussed below, this
requirement has extended and may continue to expand.

Oversight of risk management is a key function of the board under the SEBI
Listing Regulations. Regulation 4(2)(f) provides that a key function of the
board of directors is to review and guide the firm’s risk policy. The board must
ensure that appropriate systems of control are in place, including systems for
risk management, financial and operational control, and compliance with the
law and relevant standards.”

The regulations mandate the board’s oversight of risk-taking, stating that
the board must “ensure that, while rightly encouraging positive thinking,
these do not result in over-optimism that either leads to significant risks not
being recognised or exposes the listed entity to excessive risk”’* The board
is required to have the ability to ‘step back’ to assist executive management
by challenging the assumptions underlying strategy, strategic initiatives (such

0 Companies Act(n 68) sch IV.

' SEBI Listing Regulations, reg 17(9)(b).

72 SEBI Listing Regulations, original reg 21(5).
3 SEBI Listing Regulations, reg 4(2)(f)(ii)(7).

™ SEBI Listing Regulations, reg 4(2)(f)(iii)(9).
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as acquisitions), risk appetite, exposures, and the key areas of the company’s
focus.”

The Listing Regulations mandate the company to lay down procedures to
inform members of the board about risk assessment and minimisation proce-
dures. The board is responsible for framing, implementing and monitoring the
risk management plan for the listed entity.” Further, the Listing Regulations
also require the audit committee to evaluate internal financial controls and risk
management systems.”” The Management Discussion and Analysis section of
the Annual Report must include a discussion on risk and concerns, as well as
internal control systems and their adequacy.”

In conjunction with the board’s risk management role, large listed com-
panies must have a risk management committee of the board of directors,
although the committee may include both board members and senior execu-
tives as members. To ensure board involvement in risk management oversight,
a majority of the risk management committee must constitute directors and the
committee chair must be a board member.”

Since its inception, the role of the risk management committee as envi-
sioned by the SEBI regulations has expanded. For example, in 2017, the SEBI
formed the ‘Kotak Committee on Corporate Governance’ to address the need
for improved standards of corporate governance in India.’® Among the recom-
mendations of the Kotak Committee was that the risk management committee’s
responsibilities specifically cover cybersecurity.®

> SEBI Listing Regulations, reg 4(2)(f)(iii)(10).

6 SEBI Listing Regulations, reg 17(9)(b). Further, effective from October 1, 2018, the top 500
listed entities by market capitalisation calculated as on March 31 of the preceding financial
year, are required to undertake Directors and Officers insurance (‘D and O insurance’) for all
their independent directors of such quantum and for such risks as may be determined by their
boards of directors. See, SEBI Listing Regulations, reg 25.

77 SEBI Listing Regulations, sch II, pt C.

8 SEBI Listing Regulations, sch V.

" In case of a listed entity having outstanding equity shares with superior voting rights, at
least two thirds of the Risk Management Committee shall comprise of independent directors.
SEBI Listing Regulations, reg 21 (as amended by the Securities and Exchange Board of India
(Listing Obligations and Disclosure Requirements) (Fourth Amendment) Regulations 2019, pt
111, s 4).

8 ‘Kotak Committee Recommendations on Corporate Governance Get SEBI Sanction’

(Moneycontrol, 2 April 2019) <https://www.moneycontrol.com/news/business/economy/

kotak-committee-recommendations-on-corporate-governance-get-sebi-sanction-2540971.htm1>

accessed 7 February 2021.

Securities and Exchange Board of India, Report Submitted by the Committee on Corporate

Governance (October 2017) (‘Kotak Committee Report’); ‘SEBI Decision Regarding Kotak

Committee Recommendations’ (KPMG, March 2018) <https:/assets.kpmg/content/dam/kpmg/

in/pdf/2018/04/SEBI-accepts-majority-Kotak-committee-recommendations.pdf> accessed 7

February 2021.
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The Kotak Committee also recommended that risk management com-
mittees meet at least once a year.®? Most significantly, the Kotak Committee
recommended that the requirement for the constitution of a risk management
committee should be applicable to the top 500 listed entities based on mar-
ket capitalisation at the end of the previous financial year.®® The Committee’s
rationale was as follows:

Given the dynamic business environment, an active risk man-
agement committee is imperative for identification, mitigation
and resolution of risks. These risks that are being managed
operationally on a daily basis call for a more formal struc-
ture, especially for the next set of high-growth companies.®*

The Listing Regulations adopted many of the Kotak Committee’s rec-
ommendations. The listed entity is required to adopt processes to inform the
board about risk assessment and minimisation procedures,* and for the top
500%¢ listed entities, the board of directors must form a risk management com-
mittee. The board is mandated to define the role and responsibility of the risk
management committee and may delegate monitoring and reviewing of the risk
management plan, as well as other functions deemed fit, to the committee. One
such function should specifically cover cybersecurity.’’

The SEBI has envisioned further changes to the risk management com-
mittee. Recognising the need to extend the risk management requirements to
a larger number of companies, the SEBI has proposed that boards of the top
1000 listed companies be mandated to form a risk management committee.®® A
November 2020 SEBI Consultation Paper has proposed the specification of the
role and responsibility of the risk management committee.®

The Consultation Paper proposes that the committee; (a) formulate a
detailed risk management policy to include a framework for the identification
of internal and external risks specifically faced by the company, including
financial, operational, sectoral, sustainability (specifically ESG related risks and

£ KPMG (n 81).

% KPMG (n 81).

8 Kotak Committee Report (n 81) 42.

8 SEBI Listing Regulations, reg 17(9)(a).

8 Previously, this requirement applied only to the top 100 listed companies. This expansion was
recommended by the Kotak Committee and accepted by the SEBI. See, Kotak Committee
Report (n 81) 42.

8 This was recommended by the Kotak Committee and accepted by the SEBI. See, SEBI Listing

Regulations, reg 21(4).

Securities and Exchange Board of India, ‘Consultation Paper on the Applicability and

Role of the Risk Management Committee’ (10 November 2020) <https:/www.sebi.

gov.in/reports-and-statistics/reports/nov-2020/consultation-paper-on-the-applicabili-

ty-and-role-of-the-risk-management-committee_48142.html> accessed 7 February 2021.

8 SEBI Consultation Paper (n 88).
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impact), information and cybersecurity risks, measures for mitigation of such
risks, systems for internal controls and business contingency plan, (b) moni-
tor and oversee implementation of the risk management policy, including the
evaluation of the adequacy of risk management and internal control systems,
(c) ensure that appropriate methodology, processes, and systems are in place
to monitor and evaluate business risks, (d) review the risk management pol-
icy annually, (¢) inform the board about the nature and content of its discus-
sions, recommendations and actions to be taken, and (f) review jointly with
the Nomination and Remuneration Committee, the appointment, removal and
terms of remuneration of the Chief Risk Officer (if any). Further, the risk
management committee is expected to coordinate its activities with the audit
committee in instances where there is any overlap in its functions with audit
actions.

In order to strengthen the resources of the risk management committee, the
Consultation Paper also envisions empowering the committee to seek informa-
tion from any employee, obtain outside legal or other professional advice and
secure attendance of outsiders with relevant expertise. Recognising the sig-
nificant need to allocate sufficient time to risk oversight, the paper proposes
that the committee should meet at least twice a year. The Consultation Paper
also proposes that at least one board member be present at all risk management
committee meetings.

IV. RISK MANAGEMENT CHALLENGES
AT INDIAN COMPANIES

Despite the extant framework for risk management under the law, several
leading Indian firms have experienced massive risk failures in the past few
years. This section examines certain case studies to demonstrate the contin-
uing risk management challenges facing Indian firms. In particular, this sec-
tion focuses on the downfall of IL&FS and the management failure at ICICI
Bank. It also highlights the risks posed by whistleblower complaints that
led to Infosys, one of India’s leading companies, facing multiple regulatory
investigations.

The efforts taken by Infosys to respond to the scrutiny while simultaneously
reviewing and strengthening its policies are a noteworthy example of how cor-
porations must “manage” as well as “moderate” risks. While the boards at
both IL&FS and ICICI Bank failed to identify and act upon the risks that their
respective companies faced, the Infosys case study reveals how a board can
use a whistleblower system to be made aware of and subsequently address red
flags. By doing so, a board can respond to an imminent threat to governance
and firm value, and take action to avert a crisis. As discussed in this paper,
avoiding potential risks by taking appropriate steps at the correct time is a cru-
cial element of effective ERM.
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Moreover, companies face significant challenges wrought by the height-
ened risk environment of the COVID-19 pandemic. Accordingly, this sec-
tion discusses the impact of the pandemic on risk management in India and
the steps that boards need to take to maintain the standards of good corporate
governance.

A. Risk Management Failures at IL&FS

In 2018, IL&FS Ltd., India’s leading infrastructure finance company,
defaulted on payment obligations on various bank loans, causing significant
“panic” in the Indian capital markets.”® As a non-banking financial company
(‘NBFC’), IL&FS was formed in 1987 as a Reserve Bank of India (‘RBI’)
Registered Core Investment Company by the Central Bank of India, the
Housing Development Finance Corporation (‘HDFC’), and the Unit Trust of
India (‘UTT) to finance various infrastructure projects.

IL&FS itself was an unlisted company, and therefore not subject to the
SEBTI’s listing standards. Nevertheless, its shareholder base included a variety
of large institutional investors, including the Life Insurance Corporation of
India, the ORIX Corporation Japan, the IL&FS Employees Welfare Trust, the
Abu Dhabi Investment Authority, HDFC, the Central Bank of India, and the
State Bank of India.”!

The IL&FS crisis, as detailed below, demonstrates the risk management
shortcomings in the firm’s corporate governance structure and the significant
ramifications of such failures for not only the firm itself but for the financial
markets at large.

1. The IL&FS Crisis

The IL&FS crisis exploded in mid-2018. As an NBFC, IL&FS issues debt
instruments to potential lenders. In return, it pays an interest rate and repays
the principal to lenders on a pre-determined due date. By mid-2018, IL&FS
had collected over Rs. 91,000 crores (approximately 12.7 billion USD) in debt
instruments.*

Between July and September 2018, two subsidiaries of IL&FS defaulted on
loan payments, inter-corporate deposits, and term and short-term deposits to

% ‘IL&FS: The Crisis that has India in Panic Mode’ The Economic Times (3 October 2018)
(‘IL&FS Panic’).

o' Shashank Pandey, ‘Explainer: The IL&FS Insolvency Case’ (Bar and Bench, 21 July 2019)
<https:/www.barandbench.com/columns/ilfs-insolvency-the-journey-so-far> accessed 7
February 2021.

%2 IL&FS Panic (n 90).
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other lenders.”® The company also failed to meet commercial paper redemption
obligations due in September 2018.** These lapses indicated that IL&FS was
experiencing a ‘liquidity crunch’, with insufficient cash to meet its operating
needs. In response to these defaults, credit rating agencies rapidly downgraded
the company’s erstwhile consistently high ratings.”” The downgrade put inves-
tors, banks, and mutual funds associated with IL&FS at severe risk.*®

The IL&FS crisis was in essence a risk management crisis in the company’s
core business.”” As an infrastructure lending company, the primary source of
IL&FS revenue is the income from its infrastructure projects.”® When infra-
structure was on the rise in India, IL&FS took advantage and simultaneously
built up a debt-to-equity ratio of 18.7 amongst 24 direct subsidiaries, 135 indi-
rect subsidiaries, six joint ventures, and four associate companies.”” However,
infrastructure in India began to face severe challenges related to land acquisi-
tion, lengthy judicial processes, cost escalation, corruption, etc.!”” These barri-
ers to infrastructure resulted in reduced revenue, and the rising market interest
rates further burdened IL&FS.!!

The fallout from the IL&FS crisis was extensive. In October 2018, the
Central Government moved an application under Sections 241 and 242 of the
Companies Act, 2013, before the National Company Law Tribunal (‘NCLT’).!
The application stated that IL&FS’s affairs were conducted in a manner prej-
udicial to public interest. The government sought immediate suspension of the
IL&FS board and the appointment of new directors on the grounds that IL&FS
had severely mismanaged their finances.!” The NCLT invoked its powers to
suspend the existing board and institute the new, specified board.'”* The NCLT
granted immunity to the new board members from any liabilities for past
actions of the suspended directors or officers of IL&FS.!%

% IL&FS Panic (n 90).

% IL&FS Panic (n 90).

% Abhirup Roy and Aditya Kalra, ‘Rating Agencies Knew of Stress at India’s IL&FS, but
Gave Good Ratings — Audit’ (Reuters, 20 July 2019) <https://www.reuters.com/article/uk-in-
dia-il-fs-ratings-idUKKCNIUFOIS> accessed 7 February 2021.

% ‘Explained: What is IL&FS Crisis and How Bad It Is?” (The Week Magazine, 25 September
2018) <https:/www.theweek.in/news/biz-tech/2018/09/25/Explained-W hat-is-ILFS-crisis-and-
how-bad-it-is.htmI> accessed 7 February 2021.

%7 Hemindra Hazari, ‘Behind IL&FS Default, A Board that Didn’t Bark When It Was Supposed
To’ (The Wire, 17 September 2018) <https:/thewire.in/business/behind-ilfs-default-a-board-
that-didnt-bark-when-it-was-supposed-to> accessed 7 February 2021.

% IL&FS Panic (n 90).

% IL&FS Panic (n 90).

10 TL&FS Panic (n 90).

10 TL&FS Panic (n 90).

192 Ministry of Corporate Affairs, ‘Press Release’ (1 October 2018) <http://www.mca.gov.in/
Ministry/pdf/pressReleaselLFS_01102018.pdf> accessed 7 February 2021.

193 Ministry of Corporate Affairs (n 102).

194 Pandey (n 91).

195 Pandey (n 91).
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Several other agencies also sprang to action, which included focusing on
the failures of the auditors involved with IL&FS. Due to major lapses and
manipulations in the financial statements created by the statutory auditors,'’
the Disciplinary Directorate of the Institute of Chartered Accountants of India
held them prima facie guilty of professional misconduct. Furthermore, the
National Financial Reporting Authority also initiated an investigation into the
auditors.'"”

In response to these findings, the NCLT granted the Central Government’s
petition under Section 130 of the Companies Act, seeking to reopen IS&FS’s’
and its group companies’ books for the past five financial years.'”® In May 2019,
the Serious Frauds Investigation Office (‘SFIO’) submitted a list of 30 parties,
including two auditor firms, that would be charged for concealing information
and misreporting the financial statements of the IL&FS firms.'®

The Ministry of Corporate Affairs (‘MCA’) also moved against the compa-
ny’s auditors, Deloitte Haskins & Sells and BSR & Associates LLP, as well as
their former auditors, under Section 140(5) of the Companies Act, for their role
in perpetuating the fraud."

2. Risk Management Lessons from the IL&FS Crisis

Investigations into corporate governance practices at IL&FS highlighted
numerous risk management failures at the board level. As an unlisted company,
IL&FS was subject to minimal risk management obligations under the Act. An
investigation by the RBI revealed the extent of the risk management shortcom-
ings at the company. Some of the board’s key committees, including the risk
management committee, had not met for several years.

The RBI found that “there was no risk management measures in vogue”
and that “credit risk and linkage with liquidity risk was never identified in
credit and investment decisions. Business strategies of the group were never
deliberated from the risk perspective.”'!" Similarly, the company’s investment
review committee had failed to meet, nor was there a “system of monitoring

1% Pandey (n 91).

197 Sachin Dave, ‘IL&FS Case: NFRA, ICAI Spar Over Probe into Auditors’ Role’ The Economic
Times (27 April 2019).

198 Union of India, Ministry of Corporate Affairs v IL&FS Company Petition No 4506 of
2018 (NCLT, 2019) <https:/nclt.gov.in/sites/default/files/final-orders-pdf/Union%200f%20
India%2C%20MCA%20CP%204506%200f%202018%20NCLT%200n%201.1.2019%20Final.
pdf> accessed 7 February 2021..

199 Pandey (n 91).

110" Pandey (n 91).

" “Key Committees in IL&FS Did not Meet for Years, Reveals RBI Probe’ LiveMint (16 August
2019).
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and reviewing the investment at periodical intervals”.!"? The IL&FS crisis also
demonstrated that ERM is not only a risk management committee issue, but
that it encompasses auditor powers as well.!3

The IL&FS crisis has raised unique governance issues specific to finan-
cial institutions. The corporate governance and risk management framework
is particularly important for financial institutions whose failures can have a
significant impact on the market."* Experts have suggested that India’s corpo-
rate governance framework is ill-equipped to deal with financial institutions."?
They argue that while the current governance framework seeks to balance the
interests of sharecholders and managements, for financial institutions, creditors
become a third-party whose interests must be considered.!'

Arguably, the current framework, which does not consider creditors, encour-
ages management to take extreme risks at the former’s detriment. In addition
to the typical issues related to governance failures, when such issues arise in
financial institutions, they can have a massive impact on the financial markets
and the economy more generally. Finally, financial institutions rely on govern-
ment bailouts when taking excessive risks, because there is a common interest
in preventing economic downturn. These factors may result in financial institu-
tions taking excessive risks."”” Ultimately, some experts posit that the financial
sector should be held to a higher standard of risk management via risk man-
agement committees.!’

B. Corporate Governance Challenges at ICICI Bank

ICICI Bank is an Indian multinational banking and financial services com-
pany. After a long tenure at the bank, Chanda Kochhar became its CEO and
managing director (‘MD’) in 2009.!"” Under Kochhar’s leadership, the bank
experienced significant growth, and ultimately rose to become the second larg-
est bank in India in terms of assets and market capitalisation. Kochhar was
celebrated as one of the most powerful businesswomen in the world, winning
numerous accolades and awards in India and abroad.’*® Kochhar’s leadership,

12 LiveMint (n 111).

113 Jayshree P Upadhyay, ‘Inside the Audit Lapses That Led to IL&FS Crisis’ Livemint (21 May
2019).

14 RMCG (n 1) 12-14.

5 Umakanth Varottil, ‘Governance of Financial Institutions: Call for a Paradigm Shift’
Bloomberg Quint (8 October 2018) (“Varottil: Governance of Financial Institutions’).

1 Varottil: Governance of Financial Institutions (n 115).

Varottil: Governance of Financial Institutions (n 115).

8 Varottil: Governance of Financial Institutions (n 115)..

19 ‘Complaint of Arvind Gupta on ICICI Bank - Videocon Loan Frauds’ (Scribd, 15 March 2016)
<https://www.scribd.com/document/374791128/Complaint-of-Arvind-Gupta-on-ICICI-Bank-
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however, ended in 2018 when she stepped down from her position in connec-
tion with allegations of corruption with respect to the loans made by ICICI to
businesses tied to her family.

The ouster of Kochhar and the events leading thereto highlighted the gov-
ernance failures that can arise with insufficient board involvement in assessing
all risks, including internal risks.'”! Indian companies are often led by powerful
CEOs, some with long tenures at the company. Thus, boards may acquiesce
too readily to the CEO’s decision-making.!??

At the time of the ICICI crisis, global credit agency Standard and Poor’s
(‘S&P’) acknowledged the need for banks in India to improve risk manage-
ment and corporate governance practices, stating that “as a number of banks in
India confront serious governance and risk issues, the ‘tone at the top’ is cru-
cial. Leadership groups in Indian banks need to ensure that they enhance the
risk culture, reputation, and financial strength of banks”.!>* As discussed below,
since the ICICI crisis, the RBI has released a discussion paper which aims to
significantly enhance corporate governance at Indian banks.'**

1. The Downfall of ICICI’s CEO

ICICI Bank’s corporate governance problems first came to light in 2016
amid concerns about loan irregularities and conflicts of interest involving the
Bank’s CEO."> Arvind Gupta, a shareholder in both the bank and Videocon
Industries, alleged that ICICI Bank CEO Chanda Kochhar induced a quid pro
quo arrangement between Videocon and her immediate family members.'?
Gupta’s complaint specifically pointed to the relationship between Videocon
founder, chairman, and managing director, Venugopal Dhoot, and Kochhar’s
husband, Deepak Kochhar.!?

At the heart of Gupta’s complaint were allegations that Dhoot provided
crores of rupees to a firm promoted by Deepak Kochhar and two relatives six

12l “Could Chanda Kochhar have kept her job at ICICI Bank?’ (Institutional Investor Advisory
Services Blog, 26 October 2018) <https://www.iiasadvisory.com/single-post/2018/10/26/Could-
Chanda-Kochhar-have-kept-her-job-at-ICICI-Bank> accessed 7 February 2021 (‘liAS: Kochhar
job’).

Nirmalya Kumar, ‘India’s Corporate Governance Problem Continues’ Bloomberg Quint (14

April 2018).
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125 ‘Here’s a Timeline of the ICICI Bank-Videocon Loan Case’ (Moneycontrol, 31 January 2019)
<https:/www.moneycontrol.com/news/business/heres-a-timeline-of-icici-bank-videocon-loan-
case-3460141.htmI> accessed 7 February 2021 (‘ICICI Timeline’).
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months after Videocon received Rs. 3,250 crores as a loan from ICICI Bank in
2012."% Initially, Gupta’s complaint garnered little attention and the Bank was
able to avoid a probe. In March 2018 however, Gupta’s complaint resurfaced in
the public domain and gained momentum, as multiple agencies including the
Central Bureau of Investigation (‘CBI’), the Enforcement Directorate (‘ED’),
and the SFIO launched probes into Kochhar’s actions.”” ICICI Bank’s board
pre-emptively released a statement denying the veracity of any such claims.!*?

The statement cited the “adequate checks and balances in loan appraisal”
and stated that the claims of any sort of quid pro quo, nepotism, or conflict of
interest were unsubstantiated.”®! The board, however, did not provide any report
or disclosure on the steps that it had taken to investigate the allegations against
Kochhar, thus raising many questions about the board’s processes and investi-
gative procedures.'*

The CBI’s initial inquiry was into the alleged nexus between Deepak
Kochhar and Dhoot, and the legitimacy of the quid pro quo deal claims.'** The
CBI acting director registered a First Information Report (‘FIR’) on the mat-
ter in January 2019.”* The FIR accused Chanda Kochhar of receiving “illegal
gratification through her husband (Deepak Kochhar) from Videocon MD VN
Dhoot for sanctioning a term loan of Rs. 300 crores to Videocon International
Electronics Ltd”.!*

The FIR asserted that one day after a rupee term loan of Rs. 300 crores was
paid by ICICI Bank to Videocon, Dhoot allegedly transferred Rs. 64 crores
to Nu Power Renewables (owned by Deepak Kochhar) via another entity con-
trolled by Dhoot.®® The FIR further indicated that senior bank officials that
participated in the decision to sanction the loan may also be probed.'”’

In June 2018, ICICI Bank’s board initiated an independent probe, appoint-
ing retired Supreme Court Justice BN Srikrishna to head the investigating

128 Gupta Complaint (n 119); ‘Who is Deepak Kochhar, the Man at the Centre of the ICICI-
Videocon Controversy?’ Business Today (2 April 2018).
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130 TiAS: Kochhar job (n 121).
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about-us/2019/icici-bank-statement-on-findings-in-enquiry-report.pdf> accessed 7 February
2021.
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panel.*® A few months later, the board announced that Chanda Kochhar would
be resigning as CEO of the bank after accepting her request for early retire-
ment."” Justice Srikrishna’s report, released in January 2019, asserted that
Kochhar had violated ICICI’s Code of Conduct and had acted in “conflict of
interest”.*® Upon the report’s release, the bank’s board stated that it would
treat Chanda Kochhar’s separation from ICICI Bank as “Termination for
Cause” under the bank’s internal policies."!

The crisis unfolded into an even more significant one for Kochhar in 2019
and 2020. Following the registration of the FIR and the Srikrishna report,
the ED registered a criminal case against Chanda Kochhar, Deepak Kochhar,
Dhoot, and others under the Prevention of Money Laundering Act.* In
early January 2020, as part of the money laundering investigation, the ED
moved to attach properties belonging to Chanda Kochhar and her husband.'®
Furthermore, in September 2020, the ED arrested Deepak Kochhar in the
money laundering case connected to “illegal sanctioning of loans amounting to

Rs. 1,875 crores to the Videocon Group of companies™.'**

In addition to fighting criminal investigations, in November 2019, Kochhar
filed a writ petition against ICICI Bank in the Bombay High Court for ter-
minating her employment after it accepted her request for early retirement.'*
The petition challenged the bank’s denial of her remuneration and claw back
of bonuses and stock options between April 2009 and March 2018."6 Kochhar
contended that her termination was “illegal, untenable, and unsustainable in
law”."” The Bank objected to the maintainability of Kochhar’s petition, arguing
that the termination was a contractual dispute and that ICICI is a private bank

138 JCICI Timeline (n 125).

139 Sahil Joshi, ‘Srikrishna Panel Finds Chanda Kochhar Violated Norms; Ex-ICICI CEO ‘Deeply
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against which a writ petition is not maintainable."® Kochhar’s counsel then
sought to include the RBI as a party.'*

The RBI responded to the writ petition by defending its approval of
Kochhar’s termination as a fair, reasoned decision that did not violate any of
the former bank CEQO’s fundamental rights.'”"® The Bombay High Court dis-
missed Chanda Kochhar’s petition, agreeing with ICICI’s arguments that for a
contractual dispute, Kochhar would have to approach the appropriate forum."!

Chanda Kochhar appealed before the Supreme Court. The Supreme
Court refused to interfere with the order of the Bombay High Court in early
December 2020 and rejected Kochhar’s appeal. The three-judge bench of the
Supreme Court opined that the only issue in question pertained to the resigna-
tion by Kochhar and the termination of her services by the bank, which was
purely a contractual issue between Kochhar and the bank.'*?

2. Corporate Governance and Risk Management Lessons from the
ICICI Crisis

The ICICI episode highlights internal risks that corporations may face due
to unethical practices followed by their own management, especially when
CEOs wield significant power.”® It underscores the crucial role independent
directors play in identifying issues in corporate actions at the board level itself.
It also reiterates that in addition to having adequate risk management policies
and procedures in place, a company needs a strong, competent, and fearless
board. At the board level, independent directors need to appreciate the differ-
ing governance risks that promoter-controlled companies and professionally
managed companies face.

Taking the ICICI episode as an example, scholars argue that there is a large
possibility that the CEO may put his or her interests before those of the stake-
holders if not duly monitored.'™ While the manager-shareholder agency issue is

148 Swati Deshpande, ‘Bombay HC Allows Chanda Kochhar to Amend Plea Against Her
Termination’ The Times of India (3 December 2019).

149" ibid.
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Financial Express (19 December 2019).
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Court Junks Chanda Kochhar’s Plea Challenging Termination as MD, CEO’ The Economic
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more prominent in dispersedly held companies, the ICICI crisis indicates that
boards must actively monitor the acts and/or omissions of management, even
if the company is professionally managed. Yet, independent directors often
face the challenge of being reliant on information as provided to them by the
management.'*®

The ICICI crisis, along with the IL&FS crisis, has also led to increased
focus on the specific corporate governance needs of banks and other financial
institutions.'’® In light of various bank crises, in June 2020, the RBI proposed
to restrict promoters from holding a CEO position for more than 10 years and
to cap the tenure of a non-promoter CEO at 15 years.””” If converted into regu-
lation, the proposal would have significant implications on promoter led banks
such as the Kotak Mahindra Bank and the Bandhan Bank.'

The RBI’s discussion paper'® also offers guidelines to boards of banks to
reinforce the “tone at the top”.'®® The discussion paper recommends that boards
play the lead role in establishing the bank’s culture and values, and in ensuring
that these are being followed, through adequate training, communication, mon-
itoring and supervision.'! Further, the discussion paper also emphasises the
need to identify and manage “conflict of interest” at the board level.

The paper calls upon banks to put a risk governance framework in place
that includes well defined organisational responsibilities for risk management,
typically referred to as the ‘three lines of defense’—the business line, a risk
management function and a compliance function independent from the busi-
ness line.'? Although the discussion paper is laudable in its efforts to pro-
pose rules which seek to enhance governance at banks, scholars argue that the
effective enforcement of such risk policies would be vital for ensuring the suc-
cess of this policy framework.'s?
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C. Board Management of Risk: The Infosys Whistleblower Matter

Infosys is a NYSE listed global IT consulting firm head quartered in
Bengaluru, India. The company offers business, technology, and software
consulting services to corporations in India and overseas. After several CEO
shakeups, Salil Parekh filled the position in December 2017. Less than two
years after his appointment, Infosys faced whistleblower complaints alleg-
ing that Parekh and other executives had engaged in unethical practices. As
the discussion below shows, the board’s response to and management of these
complaints, as well as its actions following the resolution of these matters, pro-
vide important guidance on how effective board practices can address signifi-
cant risks.

1. 2019 Whistleblower Allegations

On September 20, 2019, an anonymous group of whistleblowers made alle-
gations that the CEO, Salil Parekh, and the CFO, Nilanjan Roy, had engaged
in “disturbing unethical practices” to represent higher revenue and profit num-
bers.'** The whistleblowers submitted their complaint in the form of a letter to
both the Infosys board and the US Securities Exchange Commission (‘SEC”).'3
The allegations arose two years after another set of allegations regarding con-
flicts of interest led to the ouster of the then CEO.'®

In the first complaint, the whistleblowers alleged that employees were
instructed not to fully recognise expenses in an effort to boost profits.'’
Additionally, the complaint alleged that, inconsistent with standard accounting
practices, some employees were pressured to not recognise the reversal of a
$50 million upfront payment in a contract.'®® The allegations claimed that vital
information was withheld from the board and auditors, and that revenue recog-
nition in larger contracts was forced.'®

The letter also alleged that the CEO, Parekh, had bypassed approval pro-
cesses in large deals and instructed the sales team to make incorrect assump-
tions in order to represent inflated profit margins."’® The whistleblowers further
claimed that Parekh and Roy had dismissed their concerns and prevented them
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October 2019) <https://www.forbes.com/sites/meghabahree/2019/10/25/indian-tech-giant-infos-
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from presenting data on large deals and financial measures at board meetings
and from making key disclosures.””! Finally, the complaint alleged that the
company paid for Parekh’s personal travel expenses, and that he used his travel
expenses to the US as a green card holder to avoid taxes.!”

Several weeks after the first set of allegations, Infosys received a sec-
ond undated whistleblower complaint accusing Parekh of engaging in a vari-
ety of misdemeanors and urging the board to take action against him."”” The
complaint made allegations related to Parekh’s residence, travel, and personal
investments.'™

Regulators in both India and the US responded quickly to the whistleblower
allegations. In October 2019, the SEC initiated an investigation."”” Moreover,
the SEBI,' the National Stock Exchange the Bombay Stock Exchange (‘BSE’),
the National Financial Reporting Authority and the Registrar of Companies,
Karnataka, each opened investigations and sought further information about
the alleged unethical practices.””” The company stated in a press release that
they would provide information and cooperate with these authorities.'”

2. Board Response to Whistleblower Allegations

On October 22, 2019, the company issued a public statement that the board
had received two anonymous whistleblower complaints as of September 30,
2019.17 Both complaints were placed before the Audit Committee on October
10, 2019, and before the non-executive members of the board on October
11, 2019.%° The Audit Committee commissioned independent legal counsel,
Shardul Amarchand Mangaldas & Co. and PricewaterhouseCoopers, to lead the
investigations.'®! Parekh and Roy were both recused from the investigations.
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On January 10, 2020, Infosys published a detailed press release about the
findings of its internal investigations.'® D. Sundaram, Chairperson of the Audit
Committee, stated, “The Audit Committee commissioned a thorough investi-
gation with the assistance of independent legal counsel. The Audit Committee
determined that there was no evidence of any financial impropriety or execu-
tive misconduct.”’® The press release detailed the methodology of the inves-
tigations, the amount and types of data reviewed, and the interviews with
relevant company personnel.

The press release stated that the Investigation Teams had full access to
information, and received cooperation from the company, its directors, and
employees.'®™ The extensive investigation included 128 interviews with 77 per-
sons, and a review of over 210,000 electronic or imaged documents, with over
8 terabytes of electronic data processed.’® Non-executive Chairman Nandan
Nilekani stated that the investigation was conducted with complete transpar-
ency, with its results largely open to the public for review. The press release
addressed each allegation from the whistleblower complaints, explaining the
findings of the investigation.

The Infosys board’s management of the whistleblower complaints allowed
the firm to avoid long-lasting negative ramifications In March 2020, the
SEC concluded its investigation, stating that it did not anticipate any further
action.’® On March 24, 2020, Infosys confirmed it had cooperated with the
SEC and that it had responded to all inquiries received from Indian regulatory
authorities.'’

As of November 2020, there has been no further update on whether the
Indian regulatory authorities have concluded or are continuing their inquir-
ies,'® and no order has been passed by the SEBI. Additionally, two class action
lawsuits were filed in October 2019 and December 2019'® to recover losses
suffered by investors in the wake of the whistleblowers’ complaints.'”® On May
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accessed 8 February 2021 (‘Press Release: No Evidence of Financial Impropriety’).

182 ibid.

18 Press Release: No Evidence of Financial Impropriety (n 181).

18 Press Release: No Evidence of Financial Impropriety (n 181).

18 Press Release: No Evidence of Financial Impropriety (n 181).

18 “Infosys Gets Clean Chit from SEC in Whistleblower Complaint Case’ Mint (24 March 2020).

187 ‘Company Statement’ (Infosys Limited, 24 March 2020) <https://www.infosys.com/investors/
documents/company-statement-24mar2020.pdf> accessed 10 February 2021.

18 ‘Financials & Filings’ (Infosys Limited, 27 November 2020) <https:/www.infosys.com/inves-
tors/reports-filings/exchange-filings.html> accessed 10 February 2021.

18 Megha Mandavia, ‘Class Action Lawsuit Dismissed Against Infosys’ The Economic Times (22
May 2020); ‘Infosys Down 2.50% as US Law Firm Files Suit’ The Hindu Business Line (12
December 2019).

190 “Infosys Faces Another Lawsuit in US’ The Economic Times (12 December 2019).



VOL. 33 THE EVOLUTION OF RISK MANAGEMENT OVERSIGHT BY INDIAN BOARDS 359

22, 2020, Infosys announced that the October 2019 lawsuit was voluntarily dis-
missed by the plaintiff without prejudice.”!

On April 20, 2020, the Infosys Board announced that it had amended
several of its policies and charters, including the company’s Related Party
Transaction Policy, the Policy for Determining Materiality for Disclosures, and
the Audit Committee Charter.'”? Several of the changes appeared to respond to
the matters at issue in the whistleblower-related investigation. For example, the
board updated the company’s Related Party Transaction Policy so that omni-
bus approvals of certain repetitive Related Party Transactions, under SEBI
Regulation 23(3), were not applicable to transactions entered into between a
holding company and its wholly owned subsidiary whose accounts were con-
solidated with such holding company and placed before the shareholders at the
general meeting for approval.'*®

It also broadened certain reporting requirements from “details of all mate-
rial transactions” to “details of all transactions™.!** Notably, the Whistleblower
Policy remained unchanged from its April 1, 2019 version.” This was in line
with statements made at the company’s January 10, 2020 press conference,
where the board chair, Nilekani, underscored the company’s desire to protect
whistleblowers, as they may expose genuine fraud.'®

Actions by the Infosys board provide lessons on how transparent processes
and clarity regarding the company’s investigation process allowed the board to
assess, identify and manage risks raised by serious allegations. Furthermore,
the board undertook additional steps to strengthen disclosure mechanisms by
reviewing and revising applicable policies. By responding and taking charge
of the governance challenge facing the company, the Infosys board was
able to prevent further harm to the stakeholders’ interests as well as its own
reputation.
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D. The COVID-19 Pandemic and the Board’s Role in Crisis Risk
Management

On January 30, 2020, India reported its first confirmed case of coronavi-
rus.””” By March 26, 2020, the government imposed a lockdown across the
country and announced a stimulus package to aid the poor affected by the
coronavirus outbreak. Companies rushed to implement social distancing poli-
cies that limited physical meetings and ensured the safety of their workers.'”®
The MCA and the SEBI issued several circulars relaxing physical meeting
requirements and deadlines for certain filing and reporting requirements.'” The
amendments were meant to protect companies from penalties and enable com-
panies to address business matters while taking measures to prevent the rapid
spread of the coronavirus.?” Despite these relaxations, emerging governance
risks from the pandemic necessitated quick responses from boards of directors
and management teams.

As with other major crises, the pandemic raises a myriad of issues for
boards with respect to the oversight of risk. Experts note that the COVID-
19 pandemic “made the risk landscape much more volatile. Risks that
have long been on the agenda have transformed and intensified, and new
risks have emerged that, combined with other threats, can have unforeseen
consequences.”?!
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are exempted from the maximum gap requirement between board and audit committee meet-
ings held between December 1, 2019 and June 30, 2020); ‘Coronavirus: Sebi Allows Listed

Companies to File Q4 Results by June 30’ The Financial Express (20 March 2020) <https:/

www.financialexpress.com/market/coronavirus-sebi-allows-listed-companies-to-file-q4-results-

by-june-30/1903868/> accessed 9 February 2021 (noting the extension for companies to file

their quarterly and annual financial results by June 30, 2020).

Biswas (n 199) AZB (n 199).
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For board members, understanding the scope and extent of their statutory
and fiduciary duties to push for agile corporate governance throughout the
pandemic became critical.’®> As a result of the pandemic, there was an even
greater emphasis on directors acting “on a fully informed basis, in good faith,
with due diligence and care, and in the best of interest” of companies and
stakeholders.?

The board’s obligation to reasonably oversee a company’s operations and
regulatory compliance encompassed a variety of matters, such as developing
practices®™ in accordance with the MCA’s and the SEBI’s amended guidelines,
monitoring compliance with the Competition Act,”” and supervising Corporate
Social Responsibility (‘CSR’) programs to avoid ethical lapses and fraud.?*¢
Furthermore, companies needed to appropriately prioritise the health and safety
of their workers as an immediate response to the pandemic.?’

Given the gravity of the situation, to ensure faster decision-making and
approvals, digital communications garnered far more involvement from board
members than in-person meetings.?”® Naturally, informal board meetings have
surged alongside virtual meetings to accelerate decision-making and keep
directors informed about a company’s situation.?”

However, the surge in both informal and virtual meetings increases govern-
ance risks to companies if proper records are not maintained.? Experts advise

>

202

‘Impact of Covid-19 on India Inc.” (Cyril Amarchand Mangaldas, 8 March 2020) <http://www.
cyrilshroff.com/wp-content/uploads/2020/03/IMPACT-OF-COVID-19-Coronavirus-on-India-
Inc.pdf> accessed 9 February 2021 (‘COVID-19 Impact: CAM’).

203 Sandip Bhagat and others, ‘COVID-19: Certain Issues to Consider for Listed Indian
Companies’ (S&R Associates, 27 April 2020) <https://www.snrlaw.in/covid-19-certain-is-
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Covid-19 Crisis’ The Economic Times (24 May 2020) (warning companies to be wary of entic-
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EY Report’ The Economic Times (20 May 2020) (“Lack of due diligence on implementation
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lapses and fraud in corporate social responsibility (CSR) programs, the report said.”).

Sreeradha Basu, ‘Employee Safety Top Priority of Companies, Finds Survey on Covid-19

Impact’ The Economic Times (3 June 2020).
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boards to stringently maintain meeting records in safe custody.?! In addition,
directors should ensure companies are integrating adequate technologies and
protocols so that listed entities conduct virtual Annual General Meetings and
Extraordinary General Meetings in accordance with the MCA’s procedural
guidelines.?'?

The crisis also stresses the need for effective communication between man-
agements and boards. Management should keep directors informed of the
company’s material risks and how the company is addressing such risks.?!
Meanwhile, directors should proactively keep themselves informed of the com-
pany’s affairs.”™ If a disclosure to the stock exchange of any material event is
warranted, communication with company stakeholders about the current and
potential impacts of the pandemic on business operations should be carefully
planned and coordinated with legal teams.?'s

Boards may also find it helpful to engage in regular dialogue with sectoral
regulators, government agencies, and stakeholders.?'® In the context of financ-
ing documents, experts advise directors to carefully monitor companies’
compliance with contractual obligations and be alert to any need to change or
renegotiate terms with lenders.?"”

Companies’ creation and implementation of effective business continu-
ity and succession plans are central to their survival and success throughout

21t Prachi Goel and others, ‘COVID-19 Pandemic: What to (or Not to) Do — A Quick Guide for
Decision Makers’ (S&R Associates, 16 April 2020) <https://www.snrlaw.in/covid-19-pan-
demic-what-to-or-not-to-do-a-quick-guide-for-decision-makers/> accessed 11 February 2021;
Maheshwari Sundaresh and others, ‘Vote from Home — A Positive Move for Shareholder
Meetings’ (Cyril Amarchand Mangaldas: India Corp Law Blog, 29 April 2020) <https://corpo-
rate.cyrilamarchandblogs.com/2020/04/vote-from-home-a-positive-move-for-shareholder-meet-
ings/> accessed 11 February 2021.

22 “COVID-19 Update - MCA Permits Holding of AGMs Through Video Conferencing or Other
Audio Visual Means’ (A4ZB & Partners, 15 May 2020) <https://www.azbpartners.com/covid-
19-update-mca-permits-holding-of-agms-through-video-conferencing-or-other-audio-visual-
means/> accessed 12 February 2021; ‘COVID-19 Update - MCA Permits Holding of EGMs
Through Video Conferencing’ (4ZB & Partners, 17 April 2020) <https:/www.azbpartners.
com/bank/covid-19-update-mca-permits-holding-of-egms-through-video-conferencing/>
accessed 12 February 2021.

23 COVID-19 Impact: CAM (n 202).

214 Goel and others (n 211).

215 Vasani and others (n 204); see also, SEBI Circular No SEBI/HO/CFD/CMDI1/CIR/P/2020/84

dated May 20, 2020 on Advisory on disclosure of material impact of COVID-19 pandemic

on listed entities under SEBI (Listing Obligations and Disclosure Requirements) Regulations,

2015. The circular set out an illustrative list of information for companies to consider while

disclosing the impact of the pandemic on their operations. SEBI also directed companies to
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the pandemic. For effective succession planning, the board should consider
vacancy, availability, readiness, disruption and control related risks.?'® As such,
boards should consistently monitor management teams’ ongoing implementa-
tion of COVID-19 plans to ensure that companies are sufficiently flexible in
responding to evolving situations.?”

Boards must not only advise management and discuss their internal commu-
nication plans, but also engage with them to assess the post crisis strategies.’*
Business continuity plans should focus on addressing any potential contingen-
cies—such as necessary work-from-home protocols, continued digital commu-
nications, contract execution, regulatory filings and compliances, and even a
“special protocol” for key managerial people.?*!

Boards should consider establishing committees such as a crisis manage-
ment team to help the board make urgent decisions in emergency situations,
and to assess the pandemic’s impact on business operations and the compa-
ny’s preparedness to execute contingency plans.”??> Plans constructed by board
committees should focus on balancing between short, medium, and long-term
responses to the pandemic.?® Boards must also consider impacts on business
arising out of, for example, supply chain disruptions.??* With an increasing reli-
ance on digital communication tools and companies’ efforts to collect personal
information for contact tracing, committees should consider developing a data
privacy policy for companies to adopt.?*

As companies attempt to mitigate the impact of the pandemic on their busi-
ness operations, they will rely significantly on boards’ corporate governance
leadership to adjust to the evolving situations. Boards’ communications with

218 <Stepping in: The board’s role in the COVID-19 crisis’ (Deloitte — Global Center for
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accessed 13 February 2021 (‘Deloitte 2020°).
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(Protiviti)  <https:/www.protiviti.com/sites/default/files/united_kingdom/insights/bpro-issue-

126-white-paper-covid-19-workplace-disruption-protiviti_global a4 version.pdf> accessed 13

February 2021.

Rica Bhattacharyya, ‘Uncertain Times Call for Certain CXO Protocol’ The Economic Times

(29 May 2020) (highlighting how Tech Machindra’s contingency plan seamlessly fills criti-

cal and senior management roles in case of an unexpected absence or quarantine); Writankar

Mukherjee, ‘ITC Developing Business Continuity Plan Amidst Coronavirus Outbreak’ The

Economic Times (19 March 2020) (noting ITC Ltd’s comprehensive business continuity plan).
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management, stakeholders, and customers play a pivotal role in guiding com-
panies through the risks presented by the pandemic and in assuring the broader
community and ecosystem of the organisation that their interests are consid-
ered and valued by the organisation while navigating through this crisis.??
Moreover, boards’ contributions to business continuity and succession plans
will be integral to companies’ adaptability to the new normal.

V. BOLSTERING THE BOARD’S RISK
MANAGEMENT OVERSIGHT FUNCTION

International frameworks and Indian laws reveal that “a key responsi-
bility of the board is to ensure the soundness of risk management and to
determine the firm’s overall risk tolerance and risk policies.””?’ As both the
aforementioned regulatory framework and the risk management case studies
demonstrate, the pressure on boards of directors to oversee and manage risks
continues to increase. Over the past decade, corporate India has become much
more engaged with and sensitised to ERM.

Leading companies have formed risk management and compliance teams
that are integrated within the firm and provide valuable information to the
board. Furthermore, boards have taken significant steps to enhance their over-
sight over firms’ ERM systems.??® Nevertheless, the continuing pace of risk
management failures at leading Indian firms suggests that there is room for
improvement. This section examines and draws lessons from the challenges
that Indian boards face in the oversight of risk management.

A. Director Independence and Risk Management Oversight

The corporate governance framework of any jurisdiction heavily shapes its
approach to risk management and the ability of the board to exercise effective
oversight of ERM.?* Ownership concentration is prevalent in India, as it is in
much of the rest of the world.?** While there are thousands of publicly listed
firms in India, even publicly listed Indian firms operate with concentrated
shareholding in the hands of a controlling shareholder (promoter) that is often
a business family, the state or a foreign multinational.?*! The average sharehold-

226 Deloitte 2020 (n 218).

27 RMCG (n 1) 53.

28 Deloitte: Risk Survey 2018 (n 4) 5.

229 See generally, RMCG (n 1).

230 Adriana De La Cruz, Alejandra Medina and Yung Tang, ‘Owners of the World’s Listed
Companies: OECD Capital Market Series” (OECD, 2019) 6 <www.oecd.org/corporate/Owners-
of-the-Worlds-Listed-Companies.htm> accessed 13 February 2021.
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ing of promoters in listed Indian companies is around 50%.%*?> Even post-eco-
nomic liberalisation, ownership patterns “continue to be skewed toward
controlling inside shareholders — a legacy of family-owned business ventures
and state nationalisation” and “the trend seems to be moving away from out-
side share ownership”.?*

Promoter control has long vexed corporate governance reforms in India.?*
As with many other jurisdictions, a commonly used tool to institute effective
corporate governance has been the requirement of director independence.?*
Both the Companies Act and the SEBI Listing Regulations impose director
independence requirements on listed Indian firms. Under Section 149(4) of the
Act, every listed company must have at least one-third of the total number of
directors as independent directors.”*® For listed companies, the SEBI Listing
Regulations similarly prescribe director independence, with no less than 50%
of the board of directors comprising non-executive directors.?’

Further, for listed companies in which the chair of the board is “non-exec-
utive”, at least one-third of the board must comprise independent directors and
where the listed company does not have a regular non-executive board chair, at
least half of the board must comprise independent directors. Where the regular
non-executive chair is a promoter of the listed company or is related to any
promoter or person occupying management positions at the board level or one
level below, at least half of the board of directors of the listed entity must con-
sist of independent directors.?*

Scholars have noted that the corporate governance reforms enacted through
the Companies Act, 2013 and the SEBI Listing Regulations “represent a turn-
ing point in the evolution of corporate governance in India and they usher in
greater stringency in governance norms, accompanied by further reliance on
independent directors as a key institution”.** As discussed in Part III above,
the Companies Act, the accompanying rules, and the Listing Regulations

22 ‘Ownership Structure of Listed Companies in India’ (OECD, 2020) <http:/www.oecd.org/cor-
porate/ownership-structure-listed-companies-india.pdf> accessed 13 February 2021 (‘OECD:
Listed Companies in India’).

23 George S Geis, ‘Shareholder power in India’ in Jennifer G Hill and Randall S Thomas (eds),
Research Handbook on Shareholder Power (Edward Elgar Publishing 2015) 592; see also,
OECD: Listed Companies in India (n 232) 9 (finding that “the portion of companies where the
promoter’s share ranges between 50% and 75% has increased over the years™.).

24 Afsharipour (n 31) 393-97.

5 For an analysis of the history and promise of director independence in India, see,
Vikramaditya Khanna and Umakanth Varottil, ‘Board Independence in India: From Form to
Function?” in D Puchniak, H Baum, and L Nottage (eds), Independent Directors in Asia: A
Historical, Contextual and Comparative Approach (CUP 2017) 352-389.

26 Companies Act 2013, s 149(4).

27 SEBI (Listing Obligations and Disclosure Requirements) Regulations 2019, reg 17(1).

8 SEBI Listing Regulations, pt II1, s 4, no 17.

23 Khanna and Varottil (n 235) 372.
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impose significant responsibilities on independent directors including those
with respect to risk management. These changes have been largely welcomed
as improving India’s corporate governance standards, but there has also been
concern about the large burdens and responsibilities placed on independent
directors.*

While the legal regime places significant pressure on independent directors
to play a monitoring role, including those with respect to risk oversight, board
members of Indian companies are still often beholden to promoters who typi-
cally control the necessary shareholder vote to elect directors.?*! Furthermore,
in firms where promoters also control the management of the company, inde-
pendent directors must rely on promoters to sufficiently access firm informa-
tion and effectively participate in their risk management oversight strategies.
As the Infosys case study demonstrates, to exercise their oversight responsibil-
ities, independent directors need sufficient access to resources, including inde-
pendent legal, financial, and accounting advisors.

B. Establishing the “Tone at the Top”

The board plays a central role in establishing an ethical risk culture.?*? As
experts note, “[tlhe board’s vision for the corporation should include its com-
mitment to risk oversight, ethics and avoiding compliance failures, and this
commitment should be communicated effectively throughout the organisa-
tion”.2* To establish this vision and set “the appropriate ‘tone at the top,” trans-

parency, consistency and communication” are integral 2

A company may put a detailed ERM framework in place for identification,
analysis and evaluation of risk, but it must also address cognitive biases in the
corporate culture to ensure that behaviors are not contrary to the ERM pro-
cess.?® Risk management experts frequently state that a well-defined risk man-
agement strategy requires an “open and transparent culture that promotes the
right level of dialogue on risks between the board, executive management and

the risk owners”.24¢

The ICICI case study reveals the challenges that boards face in establish-
ing a firm’s culture and values in the face of prominent CEOs.?’ Rather than
focusing on transparency and establishing its own tone, the ICICI board reit-
erated its support for Chanda Kochhar, even when information about potential

240 Khanna and Varottil (n 235) 373, 378.
24 Khanna and Varottil (n 235) 376-377.
22 RMCG (n 1) 60.

25 RMBD (n 10) 3.

24 RMBD (n 10) 2.

2 Harper Ho (n 11) 14.

26 Deloitte: Risk Survey 2018 (n 4) 28.
247 Kumar ICICI (n 154).
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conflicts of interest arose. However, as scholars have noted, boards must be
vigilant in overseeing management which has “incentives to under-monitor and
under-disclose risk”.?*8

In establishing an effective risk culture, both a risk management architec-
ture and leadership in risk management is necessary.?** A Chief Risk Officer
and ERM team can enable boards and senior officers to communicate openly
about risks, arrive at common priorities and collaborate in mitigating them.?°
This team can allocate resources in line with risk priorities in an efficient
manner. The crisis at IL&FS shows the potential dangers of an inadequately
resourced risk management team with little indication of significant communi-
cation between the board and management on key risk factors.

C. Addressing Major Areas of Risk and Preparing for New Risks

In India, many complex areas of risks have emerged in the last decade or
so, making risk management particularly challenging. Various corporate scan-
dals, including the ICICI scandal, reveal that corruption, bribery and corporate
fraud remain significant risks in India.*! Over the last decade, some traditional
areas of risk, such as political instability, strikes and unrest, appear to have
subsided while other risks, such as information and cybersecurity as well as
terrorism and insurgency, have increased in prominence.*?

Companies in a wide variety of industries have experienced the theft of data
and sensitive information, and most companies view cybersecurity and tech-
nology disruption among their chief risks.?> For companies in major cities, the
threat of terror attacks has become a growing cause for concern, one which
can be hard to manage by the company itself. Governance and regulatory risks,
risks arising out of non-compliance with data privacy laws and impact on busi-
ness due to climate change are some of the new risks that Indian companies
have identified.?*

Not only have risks increased, but frequently, such risks are interrelated and
pose challenges for firms across business lines. ERM requires a firm to take
a portfolio view of risk; boards must consider how various risks interrelate,
rather than treating each business and risk individually. Experts also note that
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! Pinkerton and FICCI, ‘India Risk Survey 2019’ (Pinkerton, 2019) <https:/pinkerton.com/
media/our-insights/briefings/sources/india-risk-survey-report-2019.pdf> accessed 13 February
2021.

2 See generally, Deloitte: Risk Survey 2018 (n 4); Pinkerton and FICCI (n 251).
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proactive boards interact with “think tanks, academic and industry experts to
gain better insights” into complex and evolving risks.?

In the face of risk complexity, securing an adequate budget and access to
resources are necessary for effective risk management.?*® But while the costs
of risk management failures can be high, designing and implementing efficient
ERM can also be quite costly, especially for small and medium-sized firms.
For example, hiring consultants or the necessary staff to develop stress-testing
and early warning systems to alert the board regarding significant risks can be
difficult to do in smaller companies. In addition, while large firms can estab-
lish a chief risk officer function with direct report to the board, doing so is
much harder for smaller companies.?’

D. Overseeing Systems that Integrate Risk and Strategy

As the IL&FS case study reveals, integrating risk management into the
overall corporate strategy is a challenge for many Indian firms. “Effective risk
management is not about eliminating risk taking, which is a fundamental driv-
ing force in business and entrepreneurship.”?® In other words, taking appro-
priate risk needs to be at the heart of corporate strategy. The board’s oversight
responsibility entails designing an ERM system that is capable of being applied
in strategy setting across the enterprise. For this to happen, the board must
understand and guide the company’s appetite and ability to take risk and com-
municate the same to the company’s risk management team.?”

Operationally, what does ‘tying risk with strategy’ mean for management?
It means that risk managers must be integrated in implementing the company’s
strategy and must not be separated from the board and management, so that
actual risk taken is tied to the company’s risk appetite and ability. Moreover,
the ERM programs must be developed with input from various functions in the
organisation, such as finance, sales, legal, etc. In India, however, boards have
faced the dearth of qualified risk professionals to help tackle the discussion on
ERM.26

There are important steps that boards can take to enhance the risk manage-
ment system of a firm and the board’s own role in risk oversight. The 2009
COSO Guidance Paper on Effective Enterprise Risk Management Oversight
recommended that board members must (a) understand the company’s risk

23 Deloitte: Risk Survey 2018 (n 4) 16.

26 Deloitte: Risk Survey 2018 (n 4) 32.

7 Deloitte: Risk Survey 2018 (n 4) 11.

2% RMCG (n 1) 12.
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260 Sonjai Kumar, ‘Current Risk Management Position in India’ (Legal Era Online, 9 November
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accessed 13 February 2021.
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philosophy and concur with its risk appetite, (b) review the company’s risk
portfolio against that appetite, (c) know the extent to which management has
established effective ERM, and (d) be apprised of the most significant risks and
whether management is responding appropriately.?!

To accomplish these goals, experts have set forth detailed steps that boards
should take as part of their risk management oversight, including steps to
increase an ongoing risk dialogue with management.?®

Further, in addition to the steps and processes outlined above, boards should
also focus on risk disclosures,”® to increase transparency in dealings with
counterparties and stakeholders. Companies may explore the myriad possibil-
ities of utilising artificial intelligence to identify potential risks in the system
and send alerts that can be acted upon immediately.”®* Leading management
education institutions in India are revising their curriculum to include multidis-
ciplinary courses on the new and complex risks that the COVID-19 pandemic
has generated.?®

Taking a leaf out of their book and understanding the importance of appro-
priate identification and mitigation of risks, companies may consider educat-
ing and sensitising their employees, management and boards to not only enable
them to identify risks, but also to encourage a dialogue between the various
levels of personnel on risk strategies. Scholars have also considered outsourc-
ing?® of risk management processes to external experts as a viable option for
boards in certain cases. Similarly, boards may actively engage with lawyers,
auditors and risk management advisory agencies to seek their assistance in
these processes.?®’

21 COSO, ‘Effective Enterprise Risk Oversight: The Role of the Board of Directors’ (2009) 3-4.
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VI. CONCLUSION

While the corporate governance regime in India seeks to ensure various
levels of risk scrutiny, it is up to firms to follow the true spirit of the regula-
tions.?®® India has taken steps to implement risk management into its corporate
culture. However, more is required of boards to meet the dynamic demands of
risk management wrought by India’s rapidly growing economy and increasing
globalisation.

With over 4000 listed companies*® on the BSE, in what could be Asia’s
fastest growing economy,?” India firms are grappling with multifarious issues.
As illustrated in the case studies discussed in this article, India has witnessed
the downfall of several large firms that previously enjoyed strong investor con-
fidence. The faith of stakeholders in corporations is not strengthened merely
by the power of the regulations that govern them, but also by sound and eth-
ical business models. While the overarching umbrella of statutory regulation
can extend to govern almost every aspect of corporate risk, the risks that arise
out of unethical conduct are difficult to identify and regulate with appropriate
oversight and “tone at the top”.

Thus, the board serves as a crucial element of ethical business conduct and
consideration of stakeholders’ interests. Recent risk management failures at
leading India firms have highlighted the nexus between the acts and omissions
of boards and the fate of the corporation. To prevent further failures, Indian
boards must take more proactive steps. Stronger governance, more robust risk
strategies and capable board leadership will make priceless contributions at
a micro level, to the corporation itself, and at the macro level, to the Indian
economy.
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