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the possibilities of using artificial intelligence to support the mech-
anism of consumer protection. Also, it focuses on studying and 
analyzing judicial and scholarly opinions to make the exploitation 
of consumers purely a criminal offense. Finally, it is an endeavor 
to research and put forward some concrete suggestions, includ-
ing using artificial intelligence to curb the menace of consumer 
exploitation.
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Artificial Intelligence and Consumer Crimes.
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I.  INTRODUCTION

Man is a consumer by birth and remains a consumer till death. He is a con-
sumer of food, medicine, services, cosmetic products and many more. Since 
the market is a place of profit for the sellers or service providers, from ancient 
times to till date, many innovative efforts for cheating consumers have been 
made to make a big profit by some greedy seller or service provider. These 
activities gave birth to the concept of consumer exploitation and also to a new 
branch of law, known as “Consumer Jurisprudence”.

Consumer jurisprudence is the body of laws, legal principles, precepts and 
judicial decisions that reconcile and adjust the conflicting interests of sellers 
and buyers and protects consumers from exploitation. Its mechanism includes 
business morality and ethics with the legal principles for the well-being and 
protection of consumers against various exploitation forms.1

1	 S K Verma and Afzal Wani, A Treatise on Consumer Protection Laws (Indian Law Institute, 
New Delhi 2004).
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Consumer Jurisprudence prescribes duties and obligations obligatory for the 
business world for consumer protection but without shifting legitimate business 
goals and profits.

II.  RESEARCH METHODOLOGY

The prime objective of the present research is to suggest the use of 
Artificial Intelligence for speedy disposal of cases of consumer exploita-
tion and to introduce the concept of consumer crime under the Indian Legal 
System. This study focuses on the existing inefficiency of the traditional legal 
system and how it can be made innovative by the intervention of technology, 
specifically AI and more effective by introducing ‘Consumer Crimes’. The 
relevant data for this research was collected from some primary and second-
ary sources. Primary Data was collected through a personal interview. At the 
same time, the secondary sources were the Parliamentary laws, various reports 
of law commissions, Law reporters, articles, newsletters, schemes and other 
publications based on consumers as well as on Artificial intelligence. Efforts 
were also made to access the non - government organisations that were active 
in promoting the interest of the consumers. The corporate compulsions due to 
cut-throat competition had also been studied, which leads to quality deteriora-
tion. This study is expected to be of immense use to various segments of soci-
ety. Besides being of academic interest, this work is supposed to be beneficial 
for present and potential consumers in India, the society at large, and govern-
ment and regulatory bodies.

III.  FAILURE OF CONSUMER PROTECTION 
SYSTEM IN MODERN ERA: CAUSES

Consumer Protection mechanisms can be found in ancient India, China, 
Rome, Greece, Egypt etc. In India, from the Indus valley civilisation to the 
present day, many efforts have been made by the government for the protec-
tion of consumers but couldn’t do better at all. The two biggest reasons for this 
unpleasant response in the contemporary world, including present India, are as 
follow:

	 1.	 Disappointing use of technology

	 2.	 Ineffective Legislative efforts
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A.	 Disappointing Use of Technology

We live in the technology age where machines rapidly replace humans’ 
efforts daily. The replacement is not only going on in the industry but also in 
domestic affairs. Automation, including the Internet of Things (IoT), Smart 
Factory, cloud computing, Artificial Intelligence (AI) etc., is taking place by 
leaps and bounds in industrial affairs, especially in manufacturing processes. 
Society, too, is adopting the same at a very high pace and moving toward an 
automated, intelligent and Artificial Intelligence (AI) equipped society. But 
when we look towards consumer protection, we find it far behind in this ref-
erence. However, we have moved a few steps while using technology for 
consumer protection of consumers like bar coding techniques for products’ 
descriptions so as to stop duplicacy etc. but new horizons of technological 
intervention for consumer protection are still untouched. The use of Artificial 
Intelligence (AI) is one of them. Artificial Intelligence (AI) can play a deciding 
role in consumer protection, but unfortunately, nothing has been done in this 
regard.

B.	 Ineffective Legislative efforts

The Consumer Protection Act 2019 has been passed, and a new strategy has 
been formulated under this new legislation, but it is still civil. This civil nature 
of consumer protection doesn’t bother giant MNCs, and the inefficiency of the 
judiciary makes it more burdensome. The time is to introduce the concept of 
‘Consumer Crimes’ as civil litigation has proved inefficient and inadequate. 
The concept of Consumer Crimes may bring a drastic change to the protec-
tion of consumers. In Ramcharitmanas in ‘Sundar Kand,’ it has been written 
that ‘Bhay bin hoy na preet’2 means ‘Sometimes punishment is needed to cor-
rect the situation.’ A large number of cases of consumer exploitation can be 
controlled by introducing the concept of ‘Consumer Crimes’ and some relative 
systems.

IV.  CONSUMER PROTECTION IN THE MODERN ERA

As discussed above, there are two pitfalls in the present consumer protec-
tion system, and efforts are to be made to overcome them.

2	 G Tulsidas, Ramcharitmanas (Gita Press 2015).
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A.	 Use of Artificial Intelligence (AI) for Consumer Protection

Industry 4.0 has been adopted worldwide, and rapid changes are visi-
ble. Here it is essential to know the concept of Industry 4-0. It describes the 
emerging trend toward automation and data exchange in technology and pro-
cesses within the manufacturing industry, including the internet of things 
(IoT), The industrial internet of things (IIoT), Cyber-physical systems (CPS), 
Smart manufacture, Smart factories, Cloud computing, Cognitive computing 
and the most amazing Artificial intelligence. AI is the future, and soon it will 
occupy almost all spheres of life.

(a)	 Artificial Intelligence (AI)

Artificial intelligence is a computer program that can do tasks and solve 
problems that usually require human intelligence. This computer program can 
react the same way (though not at all) humans do. Visual perception, speech 
recognition and decision-making etc. are some of the capabilities and intelli-
gence of this computer program by which it can do and solve the tasks given 
to it.3

(b)	 Artificial Intelligence (AI) & Consumer Protection

Consumer protection is a big issue, and bare laws and the tedious judicial 
system have proved inefficient. Technology, especially Artificial Intelligence, 
can solve this issue. Some infrastructural development is needed in this regard. 
The whole mechanism can be understood through the following flowchart.

3	 Britannica, <https://www.britannica.com/technology/artificial-intelligence> accessed 22 
January 2022.



2022	 AGE-OLD TOOLS AND TECHNIQUES TO PROTECT CONSUMERS NEED  85
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The summary of the whole process is as follows:

	 1.	 The government will have to establish Goods & Services Information 
Data Bank (GSIDB) under State Authority by creating a local server or 
using Cloud computing.

	 2.	 All manufacturing companies will be made liable to furnish full spec-
ifications of the product and to feed the same in the storage drive of 
the Goods & Services Information Data Bank through online portals 
regularly.
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	 3.	 A standard operating procedure shall be fed with full details in the 
bank for services-related issues. For example, to protect consumers 
from malpractices of medical professionals like advising irrelevant 
medical tests and medicine for making money, the AI program having 
data related to standard qualitative service norms with standard charges 
shall be developed by a panel of experts. In this program, the machine 
shall be equipped with detailed information on human anatomy, how it 
functions, various diseases, causes and effects, relevant medical tests 
connected with diagnosis and other relevant information so that the 
machine can predict.

	 4.	 The bank, as mentioned above, will be linked with the GST 
Department for using the seller or service provider’s details by the 
AI-equipped ‘Product & Service Information Machine’ (PSIM) for fix-
ing liability if exploitation is detected. In addition, all regulatory gov-
ernmental and non-governmental bodies will be linked with the same to 
make the system more accountable.

	 5.	 This Product & Service Information Machine (PSIM) will have to be 
installed at a different location in all cities for public use.

	 6.	 Whenever a consumer has doubts of being exploited, he will have to 
use the PSIM.

	 7.	 In this ‘Product & Service Information Machine’ or PSIM, the con-
sumer must place the goods or concerned document (like cash memo or 
doctors’ prescription) on a prescribed surface. The AI-equipped PSIM 
will scan the information and relate it with the information stored in the 
Goods & Services Information Data Bank and produce results-

	 a	 In case of Goods: That the goods are genuine or duplicate, weight 
and measurement are accurate and relevant information related to 
the product is available or not.

	 b	 In case of Service: The service offered, and its charges are per the 
standard norms.

	 8.	 On detecting exploitation, the PSIM shall report and explain it to the 
victim through voice or chat.

	 9.	 The PSIM shall initiate redressal by sending information to the wrong-
doer using the information in the GST database and insisting that he 
compound it.
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	 10.	 Since every information is already in the database and exploitation 
was detected through AI, no question arises of conducting any judicial 
process.

	 11.	 If the wrongdoer moves for settlement and fulfills the essential things, 
the PSIM will close the case, and its report shall be sent to all the con-
cerned parties.

	 12.	 If he fails, the PSIM shall suspend all legal permissions like GST filing, 
Bank Accounts (it will also be linked with PSIM) and other legal ben-
efits and facilities. Moreover, the information will be sent to regulatory 
agencies like the Medical Council of India if the wrongdoer is a medi-
cal practitioner for further action. The same will be done in the cases 
where duplicate, underweight and measurement are found, and the same 
was caused from the sellers’ end so that manufacturing or suppliers can 
take some preventive steps.

	 13.	 The exact process will be applicable in online shopping cases where 
duplicate or carbon copy of the product or different from the shown and 
low-quality product was often found.

	 14.	 In the future, some intelligent and handy gadgets or AI-based appli-
cations can be invented or developed. They can immediately scan the 
product on the spot and, through voice or chat, inform the consumer 
about its originality and qualitative and quantitative description.

	 15.	 It will lead society and industry towards 5.0 and, as a pilot project in 
consumer cases, could pave the way for using Artificial Intelligence 
(though carefully) in the Justice Delivery System.

In this way, a deterrent effect will be established, and the exploitation 
of consumers will be stopped. Moreover, it will be a cost-free, efficient and 
speedy solution and a movement towards e-governance. This way, the accurate 
application of article 39 A shall be ensured.

Before moving on this PSIM model following things are needed to be done:

	 1.	 A local server or cloud computing-based Goods & Services Information 
Data Bank (GSIDB) must be established.

	 2.	 This bank will be under state management and authority with adequate 
emergency backups.

	 3.	 This bank will be linked with Banks, Taxing Authority, Professionals’ 
Regulatory Bodies, Judiciary, Police, District Administration and others,
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	 4.	 The manufacturing industry must be made liable to enter a complete 
description of goods (quality, quantity, batch number, manufacturing 
date, expiry date, storage and handling instruction, contents, standard-
isation information, name & address of unit etc.) in the database of the 
Goods & Services Information Data Bank (GSIDB) regularly.

	 5.	 All products must bear a unique QR code containing all relevant 
information.

	 6.	 Diagnosis by Medical Practitioners must be explained on a sheet hav-
ing a license number or practice code issued by the Medical Council of 
India.

	 7.	 Patients’ records through portals must be uploaded and saved in the 
Goods & Services Information Data Bank, and regular updates of treat-
ment status must also be recorded digitally on the same basis.

	 8.	 Cooked food sellers like hotels, restaurants etc., shall be liable to follow 
the same and will supply the date and time of preparation of food, con-
tents used and other relevant information.

	 9.	 Billing of each transaction must be made mandatory.

	 10.	 Awareness programs shall be organised throughout the nation.

	 11.	 The Bank and the Product & Service Information Machine shall be 
strictly monitored to avoid data distortion.

It’s a beginning, and miles we must go for consumer justice. Technology 
can make things easy for the providers, but it can also be used to empower the 
consumers and make the redressal easy.

B.	 An Introduction to Consumer Crimes

The concept of Consumer crime is not a new one. It is as long as the tradi-
tional crimes. We have evidence that Consumer exploitation used to be done 
by the people engaged in the business or like activities. For example, business 
owners or employees often cheat, steal, and betray their customers.

(a)	 Consumer Crimes: Meaning

All criminal acts, whether related to body or property, cybercrime, 
socio-economic crime and financial frauds, destroy society and its order. 
Still, unfortunately, the threat of economic crime has been underestimated 
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as many times involvements of police were noted in the disposal of 
these types of disputes. Under fear of prosecution for fraud, forgery, 
cheating etc., by the police administration, an effective remedy was 
immediately provided to the consumers.

	 5.	 Little fear of consumer forums’ action was noted during the research, 
while fear of criminal charges was recorded as very high. Participants 
supported in the majority that consumers’ exploitation must be treated 
as a crime and strict action should be taken against exploitation, includ-
ing death punishment or life imprisonment on committing exploitation. 
Furthermore, they suggested that companies’ illegal acts should be 
covered under criminal laws, and the culprit companies should not be 
allowed to do business anymore.

	 6.	 During the research, it was also revealed that the lawmakers were not 
sure about the effectiveness of the civil remedy; therefore, they inserted 
some penal provisions in consumer laws and gave powers of criminal 
courts to the consumer forum. Judiciary also supported the above view 
by saying that consumer forums are not civil courts. In many cases, the 
goods and service providers were punished for consumer exploitation 
by the judiciary. In the 2016 Supreme Court19 , laws related to adulter-
ation, mainly in baby food, must be made punishable by life imprison-
ment throughout India.

	 7.	 Companies are held liable under criminal laws for faulty goods, 
unhealthy eatable articles and services. Even professionals like advo-
cates, chartered accountants etc., were held responsible many times 
under criminal law for their frauds and misconduct while providing 
services.

	 8.	 Using the service of railways without a ticket is also a matter connected 
to the consumers, and violations of rules by the Railway employees 
have remained under criminal liability, e.g., misconduct by TTE in the 
journey.

Therefore, it’s time to declare consumer exploitation as a crime and to deal 
with the case under the criminal justice system. However, in the present pres-
ence of some regulations, regarding the prevention of consumer exploitation, in 
the Indian Penal Code and Criminal Procedure Code and penal provisions in 
various consumer laws, judicial and public responses show that criminal liabil-
ity was never ignored to protect consumers from exploitation. Therefore, con-
sumer exploitation is mainly a crime.

19	 Swami Achyutanand Tirth v Union of India (2016) 9 SCC 699.
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V.  SUGGESTIONS

The above study depicts two ways in the present scenario can protect the 
consumer; first by use of Artificial Intelligence and second by introducing the 
concept of ‘Consumer Crimes.’

Some crucial suggestions are offered, which are given below:

	 1.	 Consumer Exploitation must be declared ‘Consumer Crime’, and new 
legislation must be passed accordingly. This new legislation must 
incorporate the use of technology, specifically Artificial Intelligence. 
Artificial Intelligence mechanisms, as discussed above, must be devel-
oped throughout India.

	 2.	 Indian people generally don’t have adequate literacy level to understand 
various forms of business and are still not aware of their problems, pro-
ceedings and legal action. Knowledge of the uses and advantages of 
Artificial Intelligence is almost nil. First, they must be made literate 
and techno users with everyday awareness through various programs/ 
schemes with the help of various institutions like NGOs etc., with 
proper accountability.

	 3.	 Awareness camps about the existing law, legal proceedings, uses, and 
advantages of Artificial Intelligence must be organised by assigning 
specific monthly tasks to educate the common people.

	 4.	 Mandatory norms should be framed, and Artificial Intelligence algo-
rithms must be developed to tackle the problems so that unnecessarily 
cases should not move to Court. Their solutions must be brought up at 
once with some certainty.

	 5.	 Further, to avoid unnecessary delay in handling the cases, a fixed rate 
list must be compulsorily made to execute the action with the certainty 
of time. Finally, supervision should be given to an independently consti-
tuted body at the district level.

	 6.	 Law students must be assigned a compulsory internship programme for 
learning court behavior with Artificial Intelligence based legal justice 
system as a part of their curriculum to understand the facts at ground 
level and sharpen activities to fight against the problems.

	 7.	 Judges should also be trained to use Artificial Intelligence in dealing 
the cases.

	 8.	 A consolidated ‘Uniform Consumer Law must replace all existing con-
sumer laws, including the Consumer Protection Act. It must be more 



96  INTERNATIONAL JOURNAL ON CONSUMER LAW AND PRACTICE	 VOL. 10

consumer-friendly and viable to meet the requirements of society in 
the simplest way. Therefore, this Code must be the ‘Uniform Consumer 
Crime Code’ to avoid all confusion.

	 9.	 ‘Consumer Forums’ must be renamed as ‘Consumer Courts’, and the 
powers and procedure of Cr.P.C. must be applied in these courts to 
avoid any confusion.

	 10.	 All crimes of consumer exploitation must be classified in the category 
of compoundable and non-compoundable consumer crimes & cognisa-
ble and non-cognisable consumer crimes, and severe punishment for the 
severe nature of exploitation must be prescribed.

	 11.	 In every city, a new department, wing or cell of consumer police 
must be established so the consumer police can solve those spot prob-
lems. This Consumer Police must also be trained in using Artificial 
Intelligence to assist people who are not literate or techno-savvy in 
using Goods & Services Information Data Bank (GSIDB).

	 12.	 Bentham’s theory of 20 ‘Utility’ is to be applied in consumer exploita-
tion cases. Worldwide, bigger pain must be inflicted to end the pleasure 
felt by committing consumer crime. A provision of a huge penalty (at 
least 5-10 times the actual amount) is also recommended for fraud seek-
ers to make a consumer-friendly environment.

	 13.	 Product cost is also a severe threat to the corporate sector and govern-
ment. Since there is no effective CSR, thus you can fix and charge any 
price in the name of branding. For example, suppose a ‘Match Stick 
Box’ bears a price of Rs. one, but it is found worthless at home. In this 
situation, if the buyer complains, it has often been seen that the shop-
keeper starts arguing and denies its replacement. What should be done 
in this case? First, a unique product and technological support coding 
system must be developed to trace the manufacturer, dealer and retailer. 
Then, the modalities discussed above must be developed and imple-
mented to make the manufacturer, dealer and retailer accountable.

	 14.	 People should come forward to fight for their rights to make the con-
sumer market more responsive and effective. But before it, they have 
to fulfil statutory and responsible citizen’s duties like demanding cash 
memos etc.

	 15.	 The consumer redressal mechanism must be more effective by making 
the redressal authorities accountable for their disposal.

20	 Jermy Bentham An Introduction to the Principles of Morals and Legislation (Oxford 
University Press 1986).
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	 16.	 Liability must also be fixed on the false complaint to stop false litiga-
tions and expedite the simple matter within the stipulated timeframe.

	 17.	 A special technologically trained team of civil society apart from 
Consumer Police must be developed there under the same jurisdiction 
with the help of local bar members to solve the cases within a week on 
Sunday under the supervision of authority.

	 18.	 Law colleges must organise legal camps to spread awareness about con-
sumer rights and legal protection and to spread the message regarding 
the functioning and nature of ‘Consumer Forums’. These camps must 
also train the people of urban and rural areas to use technology for 
self-protection and to use Artificial Intelligence. These camps would be 
helpful for the society and each member of the society as they can bet-
ter understand the existing problems and their speedy resolution.

	 19.	 Technology, Laws and procedures of different countries where 
Legislature, Executive and Judiciary/Consumer Courts have effectively 
performed their duties must be followed.

	 20.	 The consumer is ‘King’. This message is strictly followed with some 
hard rules so that quality with costing could be maintained for the 
lower segment of the population, i.e., BPL (below the poverty line). It’s 
a real fact that the economy can only be sustained for a long time if it 
moves to the mass and caters to their needs.

	 21.	 Criminal liability on medical and other professionals must be imposed 
with care to avoid harassment of patients/ clients and doctors/ 
professionals.

	 23.	 A fast-track court or authority should monitor the cases to provide 
quick relief.

	 24.	 The liable person must own all financial burdens in the above cases. 
This action would be in the interest of society and ultimately the coun-
try and even for the family members who suffered physical or mental 
injury or lost their family member under consumer crimes.

	 25.	 Careless acts of companies which amount to exploitation should be cov-
ered under criminal law, and strict checks should be imposed on them. 
For this, a panel of experts in the name of a ‘select committee’ can be 
set up, and their recommendations should be framed and adopted to 
monitor the acts and grievances. They must be given a free hand to 
make possible changes in rules from time to time.
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	 26.	 For each proven Act of consumer exploitation, a labelling system must 
be adopted so that while dealing with that company/ seller/ service pro-
vider, people can be aware by seeing the label of liability of consumers’ 
exploitation.

	 27.	 Exploiters of all essential services, whether direct or indirect, associated 
with the consumers must be punished under the new law (likely to be 
enacted) or under the old existing laws.

VI.  CONCLUSION

Thus, it may be concluded that consumer cases are moving from their tradi-
tional civil nature to different nature, and the extracts reflect that it is shifting 
towards criminal nature. Since the courts have shown interest in technology 
and adoption of Artificial Intelligence with care and side by side interpreted 
the criminal nature of consumer cases and even sentenced many times to the 
exploiter, it’s time to adopt the technology and incorporate the concept of 
‘Consumer Crime.’ The researcher’s views have been supported in many leg-
islations as well as judicial pronouncements. Therefore, it may be suggested 
that consumer exploitation must be treated as an offense and converted into the 
term ‘Consumer Crimes’. It is noteworthy that criminal law in the field of con-
sumer protection is becoming significant day by day and consumers prefer civil 
Courts less for major and minor consumer issues. It has been said that “the 
functional value of criminal law in the field of consumer protection is a high 
one, and it has a respectable pedigree.” Another observation is that there has 
been an endeavour to examine consumer protection as “a public interest issue 
rather than a private issue” to be left to individuals for settlement in Court.

Online complaint or mobile grievance redressal units comprising the experts 
of that area to consult immediately and to resolve the issue on the spot, using 
Artificial Intelligence, huge penalty, seizure of license and all goods and severe 
punishment including capital punishment or life imprisonment are some of the 
ways that must be applied on wrongdoer if activities of consumer exploitation 
are done or repeated. By declaring consumer exploitation as a consumer crime, 
it is the researcher’s opinion that this fear of bodily punishment and seizure of 
property, perhaps, can pressure the consumer exploiter to keep away from the 
consumer exploitation.


